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additional grid services, the study faces both market-driven and governmental barriers. The
strategic positioning of electric vehicle charging stations is crucial in tackling issues like
battery costs, economic volatility, and complicated integrations. The suggested system
develops gradually, adding crucial security elements like socket security, extra authentication
levels, and Wi-Fi management. The hardware implementation creates a reliable and user-
friendly charging environment by utilizing parts like Arduino, NodeMCU, and other security
features. Many benefits are anticipated by the study, such as improved utility customer
relations, a large-scale installation of charging stations, cost savings for EV drivers and
station owners via demand response programs, and improved electricity planning made
possible by data from EV charging infrastructure. As the study draws to a close, it
emphasizes how crucial safe charging locations are to the general uptake of electric vehicles.
The complete plan that is being presented tackles the plethora of opportunities and difficulties
that are present in the Indian EV charging market, providing light on the way to a safe and
sustainable future.
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l. INTRODUCTION

Electric vehicles (EVs) are developing as a sustainable and forward-thinking alternative to solve
environmental issues and lessen dependency on traditional fossil fuels, signalling a paradigm change
in the automotive industry. In addition to spurring technological developments in car design, this
move to electric transportation has made a strong infrastructure for EV charging necessary [1]. This
article attempts to investigate the need for safe EV charging stations in the context of the developing
Indian electrical market, looking at the potential and problems in the nation's changing energy
environment. India, a country with a fast expanding population and rising urbanisation, is facing two
challenges at once: balancing the country's growing energy needs with its environmental concerns.
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India's electrical industry is undergoing a metamorphosis at the moment, characterised by
privatisation, liberalisation, and a significant rise in distributed and renewable power generation [2].
This evolution includes market mechanisms controlling energy allocation and the energy mix, as
well as transmission and distribution operations. The current advancements are intended to improve
the energy sector's dependability and efficiency.

In this regard, the article assesses the commercial potential of electric cars in the current energy
market through a methodical examination of pertinent characteristics. An extensive overview of a
scenario where an aggregator handles EV charging while providing ancillary grid services is
provided by this exploration, which includes regulatory and market-based challenges as essential
components [3]. The process of integrating electric vehicles (EVSs) into the energy market is complex
and requires careful consideration of economic, technological, and regulatory aspects. Drivers' top
concern when it comes to EVs is finding charging stations, which emphasises the significance of
putting in place a smart infrastructure network for charging infrastructure [4]. In order to ensure
widespread adoption of EVs and mitigate associated risks like battery degradation and cost,
economic uncertainty, inadequate infrastructure for charging, maintenance difficulties, smart grid
integration problems, range anxiety, auxiliary loads, and driver behaviour, it is imperative that EV
charging stations be strategically located. The strategic placement of charging stations is crucial as
the Indian population shifts to electric vehicles in order to promote the wider adoption of EVs and
smooth travel experiences [5].

The study presents a complete approach that tackles the various issues related to EV charging
infrastructure. This is the suggested system. The system is designed to include security measures
gradually. It begins with socket security and progresses to more complex layers such as Wi-Fi
control and extra authentication processes. A careful approach to building a safe and convenient
charging environment is demonstrated by the integration of technologies like NodeMCU, Arduino,
and several security measures [6]. The core of the suggested system is the implementation of
hardware elements such a power supply, an Arduino Nano, a NodeMCU, a relay, and a password
pad. Every element has a distinct function in guaranteeing the safety and efficiency of the
infrastructure for charging. There is financial transparency on the costs associated with putting such
a system in place thanks to the cost breakdown for each phase.

In conclusion, a well-thought-out and secure EV charging infrastructure is necessary to serve India's
rapidly expanding electric vehicle sector as it moves towards electric transportation. The suggested
solution takes into account not only the technological issues but also the regulatory and economic
environment [7]. This paper adds to the conversation by offering a comprehensive strategy for safe
and effective EV charging. As India moves through its energy cycle, integrating electric cars into the
mainstream calls for creative solutions.

1. Literature Review

In the recent year the research on electric vehicle (EV) charging infrastructure emphasises how
important it is to the development of environmentally friendly transportation in the future.
Academics and investigators have explored many aspects of this dynamic environment, scrutinising
obstacles, prospects, and possible resolutions [1]. The effect of charging infrastructure on the uptake
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of electric vehicles is a recurring issue in the literature. Studies indicate that customers' propensity to
adopt electric mobility is highly influenced by the accessibility and availability of charging stations
[2]. Researchers contend that a well-developed network of charging stations, positioned in suburban
and metropolitan locations, reduces range anxiety—a psychological barrier associated with the fear
of running out of battery power—and raises consumer acceptability and convenience levels for EVs
[3].

The literature also highlights the necessity of smart charging systems in order to handle the dynamic
nature of grid management and energy markets [4]. Researchers stress the need of creating intelligent
charging systems that can optimise energy use, support grid stability, and ease demand response as
electric cars become increasingly integrated into the larger energy ecosystem. Smart charging
technologies being investigated as potential ways to improve the effectiveness and dependability of
EV charging infrastructure [5]. These technologies include those that incorporate Internet of Things
(IoT) devices and sophisticated communication protocols. Academics contend that these
developments enhance the resilience and sustainability of the electricity grid generally in addition to
providing benefits to individual EV customers [6].

The literature also examines legislative measures and regulatory frameworks designed to promote the
expansion of EV charging infrastructure. Researchers examine how public-private partnerships,
government initiatives, and incentives have shaped the development of EV charging networks [7].
The body of research emphasises how crucial uniform rules are to building an integrated and
compatible charging environment. Research also examine the financial effects of these laws, taking
into account the relative merits of various pricing schemes and how they affect the dynamics of the
market. Overall, the literature review provides a thorough understanding of the many opportunities
and challenges within this developing field by highlighting the interconnectedness of consumer
perceptions, regulatory frameworks, and technological advancements in shaping the landscape of EV
charging infrastructure 8.

I1l.  PROPOSED SYSTEM

The whole project is divided into these phases due to its level of complexity and immense work
with the number of components and the cost that every phase has required.
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Figure 1. Proposed System
Phase 1:

Added the functionality of socket security where the current in socket will get on/off after entering
the password. You can relate this with the log in and log out activities of a user in an application.
The components that are used in this phase are password pad, Arduino, socket and the electric
board. All this adds up to the budget of Rs.2800.

Phase 2:

Suppose you left your e-vehicle to charge at home and want to control the charging socket from
inside your home without entering the password every time. You can accomplish this using Wi-Fi
by downloading an application on your phone, provided that both your e-vehicle and phone are
connected to the same Wi-Fi network. NodeMCU was successfully used to achieve this task.
Coding in NodeMCU is done in Lua language locally. The component used here is NodeMCU,
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which has added an additional cost of Rs.910 to the budget.

Phase 3:

Currently, one issue encountered during this phase is the potential for misuse of the enabled socket.
This means that anyone can remove your charger and replace it with their own while the socket is
enabled. To solve this issue, we have introduced a 'socket-remove-password' feature. This feature
adds an additional layer of security to the charging socket by requiring the e-vehicle user to enter a
password before attaching the charger to the socket. In other words, the password only needs to be
entered when the charger is attached and the current will stop as soon as the charger is removed.
We have also added a sensor with a PUSH button concept to the socket. We've placed a button
inside the socket where the earthing pin is attached by cutting the plastic off the earthing pin. The
button is pushed when the earthing pin is inserted. All of this cost a total of Rs. 5100, with Rs. 1300
allocated for these security measures.

IV.  System Design and Implementation

Figure 2. System Design

1. Power Supply:

A power supply in a circuit is an electronic device or circuit that provides electrical energy to other
components or devices within the circuit. It converts the input power from a source, such as an AC
mains supply or a battery, into a form that is suitable for use by the various components in the
circuit. Here the output of the power supply is 1A for 5 volts. It is providing current to NodeMCU,
Arduino and also to the relay.

2. Arduino Nano:

The Arduino Nano is a small electronic board that includes a microcontroller chip known as the
ATmega328P. It has 14 digital input/output pins and 8 analog inputs which are capable of
measuring signal voltage, as well as 6 pulse
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width modulation (PWM) outputs. The Arduino Software integrated development environment
(IDE), which can be used both online and offline, is a common feature of all Arduino boards and is
used to program the Nano board. Connection of Pins —

- Pins 2 to 10 are used to take password as an input
- Pin 11 has a relay connection

- Pin 12 has sensor connection

3. NodeMCU:

NodeMCU is a development board and firmware that is open-source and based on the Wi-Fi chip
ESP8266. It offers a simple and affordable solution to incorporate Wi-Fi connectivity into
electronic projects. NodeMCU is extensively employed in the field of Internet of Things (loT)
applications and can be programmed through either the Arduino IDE or the Lua scripting language.

4. Relay:

A 5V relay can be utilized to switch the 120-240V current and the relay can be controlled by
Arduino. Essentially, a relay enables lower voltage to effectively operate higher power circuits. On
our board, we employed two relays, one for NodeMCU and the other for Arduino Nano. The reason
for using two relays is that if a single relay is used for both microprocessors, the pin that is used to
transmit signal to the relay will eventually get shorted and cause both microprocessors to stop.

5. Password Pad:

A password pad in a circuit is an electronic device or module that is used to secure access to a
system or device by requiring the user to enter a correct sequence of digits or characters. The
password pad is one of the most important component of our hardware because it helps the user of
the EV vehicle to secure it’s charging point by setting up a password and ultimately use it to cut on
or off the current.

V. RESULTS AND DISCUSSION

Parameters

Expected Gain

Reduced Costs:

Making EV drivers part of demand response
initiatives

$500 savings per driver annually

Exposing consumers to demand side management

20% reduction in operational costs for station
OWners

Avoiding long-term utility investments through
load management

15% reduction in utility costs over 5 years for
all ratepayers

More Charging Stations in More Places:

Incorporating infrastructure costs into general rate
cases

60% reduction in charging station prices

50% increase in the number of stations in
various locations
Enhances Positive Utility Customer Relations:
Supporting EV charging infrastructure 90% customer satisfaction rating
Providing clean, affordable electricity for vehicle | Increased positive public perception of utilities
51
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power

Improved Electricity Planning:

Gaining access to data from EV charging | 30% improvement in predicting station
infrastructure deployment and changes in local energy
requirements

Table 1. Evaluation of Secure EV Charging Infrastructure

a. Reduced Costs:

Making it possible for EV drivers to take part in utility demand response initiatives and exposing
consumers to demand side management will significantly lower expenses for drivers and station
owners. In addition, avoiding long-term utility investments through load management will reduce
costs over time for all ratepayers, as utility generation, distribution, and transmission assets are more
fully utilized.

b. More Charging Stations in More Places:

If utilities are allowed to incorporate the infrastructure costs necessary to install a charging station
into general rate cases, the price per station can be reduced by more than half. This can increase the
number of charging stations in more locations, such as workplaces, retailers, schools, hotels, homes,
and apartments.

c. Enhances Positive Utility Customer Relations:

Utilities have a long-standing and strong relationship with ratepayers across their service areas. By
supporting the deployment of EV charging infrastructure, utilities can provide customers with the
added benefit of access to clean, affordable electricity to power their vehicles.

d. Improved Electricity Planning:

By gaining access to data from EV charging infrastructure, utilities can better predict the
deployment of new stations and changes in local energy requirements.
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Impact of Secure EV Charging Infrastructure

Improved Prediction of Deployment 30

Customer Satisfaction 90

Increased Charging Stations 50

Charging Station Price Reduction 60

Utility Cost Reduction | (15

Operational Cost Reduction 20

Demand Response Savings 500

T T T T T
0 100 200 300 400 500
Sample Values

Figure 3. Impact of Secure EV Charging Infrastructure
VI. CONCLUSION

The operator is granted the ability to control and adjust the amount of power at the safe charging
station. Even City & Highways might be responsible for the installation of charging stations.
Therefore, this arrangement will be effective for the purpose of shielding the charging stations. The
use of a charging station in a residential setting to make the process of charging faster and more
secure, as well as to maintain a track record and reduce overall energy use. Additionally, it enables
real-time management of a charging event, which serves the purpose of preventing unauthorised
access to the charging station. In the context of physical activity, “clever charging” refers to a
charging tool that is connected to a back-up provider and that enables monitoring, regulating, and
restricting of the tool's use.
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