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Abstract: 

A password generator is a tool that helps users create strong and secure passwords. In this 

presentation, we will explore the topic of password generators using Java programming 

language. Java is a popular programming language that is widely used for developing secure 

applications. It has many built-in libraries and functions that make it easy to develop 

password generators with various features. Passwords are the first line of defense against 

cyber attacks. Weak passwords can be easily hacked, putting personal and sensitive 

information at risk. Password generators help users create complex and unique passwords that 

are difficult to guess or crack. They also save time and effort compared to manually creating 

passwords. Password generators use algorithms to generate random strings of characters that 

meet certain criteria, such as length, complexity, and inclusion of special characters. Java 

provides several libraries and functions that can be used to generate random numbers and 

characters. These can be combined to create a custom password generator that meets specific 

requirements. 
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I.INTRODUCTION 

In ancient times, without technology, private information was kept in lockers. These lockers 

provided optimal security for the files, making the risk of any valuable information being 

compromised nearly non-existent, as data owners always kept the key to the lockers securely 

with them. Nonetheless, in contemporary times, the concept of data protection has changed 

significantly. Sensitive information is currently kept on devices such as computers and smart 

phones. They are kept in different files and folders that are integrated into these devices. 

Therefore, to offer better security for such information, the idea of passwords has been 

developed. 

Users are able to generate their own passwords and security codes to safeguard their 

information. They frequently choose passwords that are simple to recall, like their own 

names, the names of loved ones, birth dates, or other significant dates. Sadly, hacking and 

cyber security breaches are increasing nowadays, and these easily understandable passwords 

are quickly compromised by attackers. Therefore, it has become crucial to enhance cyber 

security and safeguard data. Developing strong passwords for users to safeguard their 
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information in browsers and applications is a significant measure in that direction. This 

provides enhanced security and makes it harder for hackers to breach them. 

The password generator developed by the team in Java aids this mission by offering users 

complex password combinations for enhanced protection of their information. The password-

generating system was developed on the Java coding platform, utilizing meticulously crafted 

code that leverages Java's capabilities. The project has thoroughly examined these libraries 

and their applications in developing a system that offers distinct combinations of passwords. 

This document provides a thorough overview of the generator's code and interface design, the 

planning and execution processes, the challenges encountered during the system's 

development, and the successful final result achieved. 

II.METHODOLOGY 

We may go through the generate a one time password or unique identification url article 

before this for a better understanding of how to generate passwords and OTP in Java. Have 

you ever clicked on "Forgot Password" and received a new password or OTP instantly on 

your email or phone? This process uses dynamically generated passwords and one-time 

passwords (OTPs) to enhance security. In this article, you'll learn how to generate secure 

passwords and OTP's in Java using simple techniques. 

What are Passwords and OTPs? 

Password: A static secret string used to verify identity during login. 

OTP (One-Time Password): A temporary, randomly generated code used once for 

verification . 

 

Method 1: 

Java program explaining the generation of Password  

import java.util.Random; 

public class Tester{ 

   public static void main(String[] args) { 

      System.out.println(generatePassword(8)); 

   } 

 

   private static char[] generatePassword(int length) { 

      String capitalCaseLetters = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"; 

      String lowerCaseLetters = "abcdefghijklmnopqrstuvwxyz"; 

      String specialCharacters = ”!@#$%^&*()_-=+[]{}\|:;”’,.<>/?”; 

      String numbers = "1234567890"; 

https://www.geeksforgeeks.org/dsa/generate-one-time-password-unique-identification-url/
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      String combinedChars = capitalCaseLetters + lowerCaseLetters + specialCharacters + 

numbers; 

      Random random = new Random(); 

      char[] password = new char[length]; 

 

     password[0]=lowerCaseLetters.charAt(random.nextInt(lowerCaseLetters.length())); 

     password[1]=capitalCaseLetters.charAt(random.nextInt(capitalCaseLetters.length())); 

     password[2]=specialCharacters.charAt(random.nextInt(specialCharacters.length())); 

      password[3]=numbers.charAt(random.nextInt(numbers.length())); 

    

      for(int i = 4; i< length ; i++) { 

         password[i] = combinedChars.charAt(random.nextInt(combinedChars.length())); 

      } 

      return password; 

   } 

} 

Output 

cF#0KYbY 

 

 Method 2: 

Java program explaining Random Password Generator 

import java.security.SecureRandom; 

 

public class Password Generator{ 

private static final string LOWERCASE_CHARS="abcdefghijklmnopqrstuvwxyz"; 

private static final string 

UPPERCASE_CHARS="ABCDEFGHIJKLMNOPQRSTUVWXYZ"; 

private static final string DIGIT_CHARS="1234567890"; 

private static final string SPECIAL_CHARS=”!@#$%^&*()_-=+[]{}\|:;”’,.<>/?”; 

private static final string ALL_CHARS=LOWERCASE_CHARS+ UPPERCASE_CHARS+ 

DIGIT_CHARS+ SPECIAL_CHARS: 

public static String generateRandomPassword(int length) 

{ 
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If(length<=0){ 

throw new IllegalArgumentException(“Password length must be greater than zero:”): 

} 

Secure Random random = new Secure Random(); 

String Builder password=new String Builder(length): 

for(inti=0;i<length;i++) 

{ 

int randomIndex= random.nextInt(ALL_CHARS.length()); 

password.append(ALL_CHARS.charat(randomIndex)); 

} 

return password to string(); 

} 

public static void main(string[]args) 

{ 

int passwordLength=12: 

String generated Password=generate Random Password(passwordlength): 

System.out.println(“Generated Password:”+generated Password): 

} 

} 

Note : The password we are generating will change every time. As we have used random() 

method to generate the password.  

Output :  

Generating password using random() :  

Your new password is :  Ke4;cZ/TM8yp 

 

 

Java program explaining the generation of OTP(One Time Password) 

 

import java.util.*; 

public class NewClass 

{ 

static char[] OTP(int len) 
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{ 

        System.out.println(“Generating OTP using random():”); 

        System.out.print(“You OTP is:”); 

        String numbers = “0123456789”; 

        Random rndm_method = new Random(); 

        char[] otp = new char[len]; 

 

        for (int i = 0; i< len; i++) 

        { 

    otp[i] = numbers.charAt(rndm_method.nextInt(numbers.length())); 

        } 

        return otp; 

    } 

    public static void main(String[] args) 

    { 

        int length = 4; 

        System.out.println(OTP(length)); 

    } 

} 

 

Note : The OTP we are generating will change every time. As we have used random() 

method to generate the OTP.  

Output :  

Generating OTP using random() :  

You OTP is : 5291 

III.CONCLUSION 

 

Random Password Generator and OTP Theory 

A secure password generator must produce strings that are unpredictable, sufficiently long, 

and composed of a variety of character types.  

Key Principles: 

1. True Randomness: Avoid simple Math.random() or the basic java.util.Random. These are 

pseudo-random number generators (PRNGs) that can be predictable in secure contexts. 

o Solution: Use java.security.SecureRandom, which utilizes the operating system's entropy 

sources (like system noise or disk timings) to provide cryptographically strong random values 

[1]. 

2. Character Sets: A strong password should mix different character types to increase entropy 

and complexity. Standard sets include: 

o Uppercase letters (A-Z) 
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o Lowercase letters (a-z) 

o Numbers (0-9) 

o Special characters (!@#$%^&*) 

3. Length and Complexity: The strength of a password is a function of its length and the size 

of the character set used. The generator should allow users to specify desired length and 

complexity (e.g., minimum number of special characters required) .  

 

One-Time Password (OTP) Generator Theory 

An OTP system generates a single-use code that is valid for a short duration.  

In this paper i have designed a Random Password Generator and OTP using Java 

Programming Language. It is a  programming based paper and a real realistic  need in this E-

world.  
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