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network lifetime. And then cluster heads will be selected using Improved
Dove Swarm Optimization (IDSO). Once the nodes sensed the information it
will send the gathered data to its cluster heads and cluster heads will transfer
it to the base station. And then to detect attacks accurately significant features
will be selected using hybrid improved whale optimization algorithm with
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evaluation mechanisms based intrusion detection will be performed based on
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wireless sensor network. Also a Trust-Based Intrusion Detection System
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I.INTRODUCTION

The Wireless Sensor Networks (WSNs) play a significant role in many areas, such as medical,
military, surveillance, industrial, etc., [1]-[3]. A WSN is a self-organizing network where
Sensor Nodes (SNs) are randomly deployed and have limited storage, energy and
computational power [4]-[6]. They monitor the parameters like temperature, humidity, etc. and
transmit the data towards the Base Stations (BSs) [7]. However due to the limited resources,
the attackers can easily attack the SNs [8].

A blockchain is an emerging technology that consists of nodes. The nodes maintain the state
of a distributed ledger. It efficiently keeps a record of transactions among multiple parties [9],
[10]. No one can easily perform data tampering as blockchain is immutable. The data in
blockchain is secure because the blocks are connected via hashes. Moreover, each block also
consists of the block header and the block body [11]. The root hash of the Merkle Tree is
present in the block header. While the block body comprises of the transactions. If any data
tampering is performed, it can be easily identified by comparing the hash of the data with the
root hash [12]. In WSNSs, the security threats are becoming more serious day by day [13], [14].
There are two types of attacks namely internal and external in WSN. In internal attack, nodes
behave selfishly while in external attack; attackers force the nodes to perform malicious
activities. Therefore, it is very crucial to identify malicious nodes and remove them from the
network. In WSNs, the detection of malicious nodes is widely studied and divided into WSNs
protocols and trust model.

In a network without authentication, any node can enter in the network and forge the identity
of benign nodes. The adversary nodes broadcast wrong route information on the behalf of the
compromised nodes. The existing malicious node detection methods do not guarantee the
authentication of nodes. Moreover, the malicious node detection is performed on the basis of
trust value only. Different metrics are used to check the node’s fairness; however, detection is
performed at a later stage which consumes more resources of the network [8], [15], [16]. The
presence of a large number of malicious nodes in the network has negative impact on the
routing [17], [18]. The malicious nodes modify the data and broadcast wrong route information
which affects the performance of the network. The attacks in WSNs occur in two ways one of
them is data and other is routing. In data attack, the adversary nodes perform data tampering.
While in routing attack, adversary nodes choose a least energetic route that depletes the energy
of SNs. The efficiency of the network is affected in terms of high delay and low packet delivery
ratio [19], [20]. Moreover, the SNs are resource constrained devices that are vulnerable to
different attacks like spoofing and impersonation, etc. To overcome the challenges mentioned
above, blockchain based authentication and trust evaluation mechanism for secure routing in
the WSNs is proposed. In [19], authors propose a trust aware localized routing scheme for
WSNSs. However, the authentication and malicious node detection are not considered. Due to
this, unregistered nodes can access the network resources and data [15]. The malicious nodes
can enter in the network and forge the real identity of the nodes. Moreover, they drop the data
packets, which increase the network delay and decrease the packet delivery ratio [20]. The
contributions of this paper are summarized as follows
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1. An Improved Dove Swarm Optimization (IDSO) approach for selecting energy-
efficient cluster heads.

2. A hybrid Improved Whale Optimization Algorithm with Genetic properties
(IWOA-IGA) for selecting significant features.

3. An intrusion detection system integrating Modified Elman Neural Network
(MENN) with Graph Neural Networks (GNNs) for high detection accuracy.

4. A blockchain-based trust evaluation mechanism to securely maintain and update

node trust scores, leveraging the NSL-KDD’99 dataset for IDS training and performance
validation.

This is how the remainder of the paper is structured. Brief introductions to relevant works are
provided in Section Il. The proposed system model is explained in Section Ill. Section IV
displays the outcomes of simulation tests used to assess performance. This work is finally
summarized in Section V.

II.RELATED WORK

Almomani et al. [21] developed a specialized dataset called WSN-DS, tailored for WSN
intrusion detection. They employed an artificial neural network (ANN) on this dataset, which
resulted in enhanced accuracy in the detection and classification of DoS attacks. Subsequently,
in 2023, Dener et al. [22] introduced a novel dataset, WSN-BFSF, specifically designed to
detect DoS attacks in WSNs. Their investigation involved the evaluation of four ML and eight
deep-learning models, yielding notable outcomes.

Vinayakumar et al. [23] devised a hybrid IDS for detecting and classifying attacks. They
introduced a scalable deep neural network (DNN) framework called scale-hybrid-IDS-
AlertNet, which was designed to combat network attacks. The proposed methodology assessed
diverse datasets, including CICIDS2017, WSN-DS, UNSW-NB15, and NSL-KDD,
and exhibited commendable accuracy across various network traffic types. However, their
study lacked a comprehensive discussion regarding computational time efficiency [24].

Salmi and Oughdir [25] developed and implemented various models, including DNN,
convolutional neural networks (CNNs), recurrent neural networks (RNNs), and hybrid RNN-
CNN architectures, for the detection of DoS attacks in WSNs. The models were trained using
the WSN-DS dataset, with the CNN exhibiting superior performance with an accuracy rate of
98.79%. Notably, compared to ML models, deep learning models introduce a heightened
computational overhead. Given the inherent constraints of WSNs, lightweight security
solutions are imperative for addressing these network limitations.

Hussain etal. [26] proposed an IDS designed specifically for WSNs, utilizing a CNN
architecture for classification and a hybrid WOA-artificial bee colony (ABC) algorithm for
FS. When combined with the recommended CNN architecture, this method outperformed PSO
and achieved an overall accuracy of 98%, according to the experimental evaluation on the NSL-
KDD dataset. However, it is important to mention that the hybrid WOA-ABC algorithm, which
combines two large optimization algorithms, might increase the computing complexity and
resource requirement.
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Mohiuddin et al. [27] presented an effective IDS that combines a whale optimization technique,
which is a modified wrapper-based algorithm with a sine-cosine FS algorithm and a Weighted
Extreme Gradient Boosting (XgBoost) classifier. The objective of this method is to enhance
the prediction quality and prevent local optima by broadening the search and effectively
selecting an ideal solution using the sine—cosine function. Using the UNSW-NB15 and CICIDS
datasets, the proposed model successfully classified binary and multi-class attacks with notable
accuracy, precision, recall, and F1-score metrics. Nevertheless, significant constraints exist
concerning the scalability, computational efficiency, and applicability of the proposed model
to various network contexts that have not been discussed.

Blockchain-based secure routing and trust management (BSRTM) has been demonstrated in
WSNs by Saba Awan et al. [28]. In this article, a concept for encryption and trust assessment
was put out using a blockchain to hold the identities of ANs and SNs. ANs and SNs were
authenticated in private and public blockchains, correspondingly. To remove malicious nodes
from the system, the trust levels of SNs were determined. Consideration was given to the SNs’
trust values and residual energy when performing secure routing within the system.
Additionally, RSA, an asymmetric key encryption algorithm, was employed to secure the
communication protocol. This suggested paradigm used BSs, which have powerful
computational capabilities, to identify and validate ANs.

A blockchain technology method has been demonstrated by Sung-Jung Hsiao and Wen-Tsai
Sung [29] to improve the data security of WSNSs. This study builds a secure WSN framework
using data transfer and blockchain-based technology. The current wireless technology uses a
blockchain-based approach to strengthen transmission dependability and is built on 10T
architecture. This research methodology transforms the blockchain-based transaction ledger
into a database of sensor data. As a result, the suggested system collects and evaluates sensor
data to increase the dependability of the wireless sensing network. Additionally, this cutting-
edge blockchain-based system has the ability to handle a private cloud end. However, as the
amount of data grows, the amount of time required for the computation process grows,
decreasing the quality of the data transfer.

A trusted distributed routing strategy for ESN combining blockchain and the Deep
Convolutional Neural Network (DCNN) algorithm has been presented by M Revanesh and
Venugopalachar Sridhar [30]. The distributed routing information in the WSN is managed
using a blockchain technique, and the Salp Swarm Optimization algorithm is used to achieve
the best routing. Using DCNN, the best routing choices were made while taking into account
the variances in routing information between the nodes. In order to create a reliable routing
method for WSN, this article intercorrelates the blockchain notion with DCNN. In the POA
blockchain, every routing node was represented as a minion with limited privileges and rights
but a distinct address.

In order to improve the security and effectiveness of WSNs’ routing, Ibrahim A. et al. [31]
have developed a trusted routing system that integrates deep blockchain and Markov decision
processes (MDPs). The suggested method makes use of a POA technique within the blockchain
network to authenticate the transmission of the node. The correct next hop was then selected
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using MDPs as a forwarding node capable of swiftly and securely delivering messages. The
MDPs’ design was adopted to help routing nodes choose the most trustworthy and effective
route connections and to make more informed routing decisions. Backward error propagation
requires an additional layer to accomplish the operation.

In the system, Sana Amjad et al. [32] showed how to use DDR-LEACH, a low-energy adaptive
clustering hierarchy for blockchain-based authentication and CH selection. Based on maximum
residual energy, degree, and minimum distance from BS, the DDR-LEACH protocol was
utilized to replace CHs with regular nodes. Additionally, using the blockchain to store a
significant amount of data is highly expensive. The inter-planetary file system (IPFS), which
operates in a superior fashion to the current encryption systems, was employed to ensure data
security. Furthermore, employing a consensus protocol approach to validate transactions
required a significant computing investment. The suggested manner in this case was using the
PoA consensus technique. However, POA has a high processing cost and blockchain data
storage is quite expensive.

The blockchain method has been used by Rekha Goyat et al. [33] to demonstrate a secure
localization strategy for WSNs based on trust evaluation. This study focuses on the
development of blockchain technology and the trust-evaluation algorithm. Each beacon node’s
trust value was calculated during the localization system based on several trust measures, and
the relevant weights were then continuously changed. Higher trustworthy beacon nodes were
then solely chosen for the mining process. Beacon nodes with the greatest blockchain trust
levels carry out the mining operation. Proof of work (PoW) consensus is primarily utilized as
a mathematical problem for certifying newly created blocks, although PoW demands intensive
processing and substantial resources to carry out the activity of mining, with high energy
consumption.

A routing technique that offers a shared memory across the network’s nodes by utilizing
blockchain technology has been demonstrated by Hilmi Lazrag et al. [34]. The technology is
quite young; it originally gained popularity in the world of cryptocurrencies, and recently, it
has been used in numerous industries where it has demonstrated its effectiveness. Presented is
a methodology that takes advantage of the potential of Blockchains in order to obtain a better
resolution to the imbalanced traffic load, the high levels of disturbance, and the security
problems. The strategy entails using blockchain to store all network activity as a shared
memory across nodes. Despite the positive outcomes, using a cost function to decide on a route
and make decisions is only presented as a proof of concept.

111.PROPOSED METHODOLOGY

The suggested IDS in WSNs are covered in detail in this section. In this work initially all the
nodes in the wireless sensor network will form clusters based on the communication range to
reduce the energy consumption and to increase the network lifetime. And then cluster heads
will be selected using Improved Dove Swarm Optimization (IDSO). And then to detect attacks
accurately significant features will be selected using hybrid improved whale optimization
algorithm with enhanced genetic properties (IWOA-IGA). Finally blockchain-based trust
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evaluation mechanisms based intrusion detection will be performed based on Integrating
MENN with Graph Neural Networks (GNNSs) to establish secure communication in WSN.
Figure 1 depicts the overall architecture of the suggested paradigm.

Network model

Input NSL-KDD’99 dataset
Energy phase

Feature Selection using
IWOA-IGA

Clustering using Fuzzy C

heapsiECiM) A uatiinog Blockchain-based Trust Evaluation and

Intrusion detection using Integrating Modified
Elman Neural Network (MENN) with Graph
Neural Networks (GNNSs)

CHs selection using
Improved Dove Swarm
Optimization (IDSO)

Attacks not Attack detected
detected

L A 4 v h 4
\ / Probing UZR R2L DOS

Figure: 1.0verall architecture of the proposed model

3.1. Node clustering using Fuzzy C-Means (FCM)
clustering

Node clustering in WSNSs is primarily used for improving energy efficiency, scalability, and
network management. In WSNs, sensor nodes typically have limited power supplies, and their
energy consumption must be minimized to prolong the network's lifespan. Clustering helps
achieve this by organizing the network into smaller groups, or clusters, where designated CHs
handle communications between clustered nodes and central BS.
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Clustering is the most prevalent topology management strategy in WSNSs, since it clusters
nodes for administration and/or distributed task execution, including resource management.
The energy consumption in this work is regulated using clustering methods. The network
coverage region will determine how these work nodes are grouped. A sensor node should join
the Cluster closest to its communication range in order to use less energy. Energy usage will
decrease with decreasing distance. KMC is used in our previous work to cluster the nodes. The
Weighted KMC can still be sensitive to the initial choice of centroids, affecting convergence
to a global optimum and also Overfitting with High Weights. Hence to solve the issues Fuzzy
C-Means (FCM) is used to cluster the nodes here. Fuzzy C-Means (FCM) clustering is a soft
clustering algorithm where each data point can belong to multiple clusters with varying degrees
of membership. In the context of Wireless Sensor Networks (WSNs), FCM is used to
effectively group nodes into clusters based on their attributes, optimizing energy consumption
and communication efficiency [35].

Steps in Node Clustering Using FCM

1. Initialization:

o Define the number of clusters (C) and initialize the cluster centers (V).

o Assign a membership matrix (U) with random values between 0 and 1,
representing the degree to which each node belongs to each cluster.

2. Membership Calculation:

o For each sensor node i and each cluster j, calculate the degree of membership

u;;using the formula:

1

Ui = 2 1)

5C [ei=v; [\

fe=1\ llxci-vicl

Where:
. x;: The data point representing the node’s features (e.g., location, residual energy).
. v;: The cluster center of cluster j.
. m.: Fuzzification parameter controlling the level of cluster fuzziness (typically m > 1).
. [I-l: Distance measure (e.g., Euclidean distance).

3. Cluster Center Update:

o Recalculate the cluster centers v; based on the membership degrees
Z?’zlu{?.xi
Vi =<8 2
J Z?’:ﬂij ( )
Where:
. N: Total number of nodes.
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4. Iteration:

. Repeat steps 2 and 3 until convergence criteria are met (e.g., minimal change in cluster
centers or membership matrix).

5. Final Clustering:
. Assign each node to a cluster based on its highest membership value.

3.2. Clustering and Cluster Head Selection with
Improved Dove Swarm Optimization (IDSO)

Form clusters to minimize energy consumption and optimize cluster head selection. The Nodes
are grouped based on communication range. Then the Cluster heads are selected using Dove
Swarm Optimization (DSO), considering energy levels, distance, and connectivity.

o A metaheuristic optimization technique inspired by the swarm intelligence of
doves (or other birds).

o Does not rely on gradient information directly.

o Uses a population (swarm) of candidate solutions (sets of parameters) to explore

the parameter space.

o Balances exploration and exploitation by updating positions based on swarm
behavior, aiming to minimize a given loss function.

The doves’ foraging behavior has motivated ones to propose a novel optimal algorithm. In this
method, the optimization objective function is f (W). Each data pattern, W, in a data set is
regarded as a position with crumbs and the amount of crumbs in these place, W, has f (W)
crumbs. The best solution means where it is the place with the most crumbs. Figure 2
demonstrates the flowchart for the DSO algorithm.

Figure 2: Flowchart of DSO
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Stepl: Decide the number of doves and then deploy them on the solution space. Assume that
the number of doves is pre-specified to be N. These doves can be randomly distributed on the
space; however, we suggest deploying them uniformly on a rectangular region.

Step2: Set the number of epochs, e = 0 and set the degree of satiety, s for dove d, d =
1,..., N. The initialization of the position vector W, c R™ of dove d can be done in two ways.
The simplest way is to randomly initialize W, around the solution space. The other way is to
initialize lattice initialized method. The steps are shown as follows:

Two efficient weight initialization schemes were proposed to initialize the weight vectors to
accelerate the training process for constructing a topologically ordered feature map. Based on
the initialization scheme, we propose an initialization method especially suitable for the
algorithm. Let the smallest hyper-rectangle for the parameter space, which contains the valid
values of all the parameters, be denoted as [1;,u4],..., [y, uy ] Where [, and u, represent the
low bound and the up bound of the a-dimension in the solution space. The basic idea of the
proposed initialization method is to squeeze the n-dimensional hyper-rectangle into a 2-
dimensional plane so a two-dimensional net can effectively cover the solution space. For the
clarity purpose, we use i and j to index the rectangular cells from 1to A x B. The detail steps
are as follows:

Step 1: Initialization of the cells on the four corners: The weight vectors of the four neurons on
the corners of the network are initialized as (3).

w1 = (I, Ly, e )T 3)

WA,B = (ul,uZ, ...,uM)T
T
P R N A u)
v <1' S I L

T
Wy = (ul. Uy, ---,ul%J, ll%]"'l’ lM)

Step 2: Initialization of the cells on the four edges: We initialize the cells’ value on the four
edges according to (4):

Wyij = —ng : 1;/1'1 G—1D+wy, @
= EWLB + Ewl‘l for j=2,...B-1

Wy = %U — 1 +wy,
_ 113:11 up + EWAJ for j=2,...B-1

Wi1 = % (I—1)+wy,
= % a1 T :—:Wm fori=2,...A-1
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Wap —Wip .
Wig =——7 (-1 +wp
= :1 11WAB +— WLB fori=2,...A-1

Step 3: Initialization of the remaining cells: The weight vectors of the four neurons on the
corners of the network are initialized.

We initialize the remaining neurons from top to bottom and from left to right. The pseudo-code
description of the initialization method for the remaining neurons is given as follows.

Begin
For j from 2 to B-1
Begin
For i from 2 to A-1

Begin (3), as shown at the bottom of the next page

End;

End;

End;
Wy — Wy, -1 A—i 5
Wi'j:ﬁ( 1)+W11 mWA’j—i_leJ ( )

j-1 —J A-i (j—-1 B—j
1 P ) A (1 B )
A- 1(3 1WaB A1 A-1\B-1 LB ' p_1 711

_ ((] — 1)(1 - 1)WA,B + (] - 1)(14 - i)WLB + (B _j)(i - 1)WA‘1 + (B _])(A - i)W1,1)
- (B-1D)(A-1)

We choice different sizes and evaluate the result. In order to evaluate the training result, we
count winner numbers of all neurons and the difference value. The initial value of learning rate
is set to 0.1, and the decrease rate of the learning rate is as follows.

n(n) =nox (1-1) = 0.1(1 - ) (6)
where t is the iterative number, and n, is the initial learning rate.

Step 3: Compute the all doves’ fitness function f(w;),j = 1,..., N atepoch as a total number
of the crumbs in the position of the dth dove.

Step 4: Locate the dove dj nearest to the largest amount of crumbs using the maximum
criterion at epoch e:

df = arg max{f(wje)}, forj=1,..N (7

Step 5: Update each dove’s satiety degree by using the following equation:

5¢ = asP e W)=F(way)) forj=1,..N (8)
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Step 6: Select the most satisfied dove, d¢, with the highest degree of satiety using following
maximum criterion:

max _
dé¢ = gy << N{S]-e}, forj=1,..,N 9)

The dove, ds, selected by (7) is the dove which presents the best foraging performance and it
is the one which deserves to be imitated by other doves in the flock.

Step7: Update each dove’s position vector using following maximum criterion:

witt = wf +nBf(wg, —wf) (10)
Where
ﬁfz — Sgs — Sje 1— ”Wje — WSS”
J Sp, max Distance

. max
max Distance: 4 <j< N”Wj - Wi”

The parameters, n, is the learning rate for updating the dove position vector, respectively.
Detailed descriptions of the updating Equations (8)-(10) are given in next step.

Step 8: Go to step 3 and increase the number of epochs by one (i.e., e = e + 1) until the terminate
condition is met. The terminate condition is as follows

|fii. = T(e)| < eore < the set max epoch (11)

The dove swarm optimization algorithm has the order of complexity, O(NN,e) where N, is
the number of data points in the data set, N is the number of doves, and e is the number of
epochs. If the optimization is the minimum criterion that it’s the best solution to find the
minimum (w/’), then (5) and (6) can be respectively change to (12) and (13).

df = arg min{f(wje)}, forj=1,..N (12)
_ fwj)=f(was) ) .
5¢ = ASET+ e< 2 df)> if f(wa,) # 0 13)
ASET 41, if f (wa;) =0
Forj=1,...N

For easier understanding, we interpret the updating rules given in Equations (8)-(10) as follows:

1. An individual is influenced by the success of the best individual in the flock and tries
to imitate the behavior of the best individual. That is, doves move toward the dove with the
highest degree of satiety to find more food. This social learning is simulated by updating the
position vector w, to be more like the position vector of the dove with the highest degree of

satiety wg_. (i.e, wf™ = wf + nBf(wg, — wf))
2. When a dove is with a higher degree of satiety, it is prone to become conservative and

would hesitate to change its present foraging policy. On the contrary, when a dove is with a
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lower degree of satiety it would probably have a strong desire to change its present foraging
policy and be more willing to imitate the behavior of the best individual. This social influence
is simulated by making the adjustment proportional to the value of the first term on the right -

hand-side of (9). (i.c.. (Sl’s—‘sf))
bs
3. Basically, social impact gradually decays as it spreads out; therefore, the degree of

impact is inversely proportional to the distance between the dove and the best dove in the flock.
This kind of social impact is simulated by making the adjustment amount proportional to the

max Distance

value of the third term on the right-hand-side of ( 9) (i.e ((1 - M))

To improve the performance of Dove Swarm Optimization (DSO), balancing exploration
(global search) and exploitation (local search) is crucial. Exploration ensures the algorithm can
effectively survey the solution space to locate promising regions, while exploitation focuses on
refining solutions within those regions to identify the optimal point. Below are some
modifications and strategies that can enhance this balance in DSO:

Adaptive Step Sizes

Adaptive step sizes dynamically adjust the movement of doves during the optimization process
based on the search stage.

. Mechanism:

o Early Stage (Exploration): Larger step sizes allow doves to explore the global
search space more effectively.

o Later Stage (Exploitation): Smaller step sizes ensure finer adjustments around
promising regions.

o Use a decaying function for step size adjustment, such as:

Step size = a.e Pt (14)

where « is the initial step size, B is the decay rate, and t is the current iteration.

By incorporating adaptive step sizes, the Dove Swarm Optimization algorithm becomes more
efficient, reliable, and effective across a wide range of optimization scenarios, particularly
those requiring a fine balance between exploration and exploitation. Hence the Sensor nodes
send data to their respective cluster heads. Then Cluster heads aggregate the data and forward
it to the base station which reduces direct transmissions and conserves energy.

3.3. Data Sensing and Transmission

1. Sensing: Each node periodically senses environmental parameters (e.g., temperature,
humidity, or network traffic).

2. Data Forwarding: Sensor nodes forward the sensed data to their respective cluster
heads.
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3. Aggregation: Cluster heads aggregate data to remove redundancy, then transmit to the
base station.

3.4. Feature Selection with Hybrid Improved Whale
Optimization Algorithm with Enhanced Genetic Algorithm (Hybrid IWOA-IGA)

The next critical step in the methodology is Feature Selection using Hybrid IWOA-IGA. After
clustering and selecting CHs, the focus shifts to reducing the computational complexity and
energy consumption involved in detecting intrusions in WSNs, Feature selection is essential
because large datasets, like the NSL-KDD’99 dataset, contain numerous features, many of
which may be redundant or irrelevant. Processing all these features increases time complexity,
energy consumption, and can lead to less accurate intrusion detection results.

Input NSL-KDD’99 database might have more features and consume more time to get
classification results. This work uses feature selections based on Improved Whale
Optimization (IWOA). Recently, the revolutionary stochastic population-based optimization
approach called WOA which draws inspiration from nature, finds optimal solutions utilizing
groups of search agents for optimizations. By using bubble-net hunting technique, WOA
mimics actions of humpback whales as they pursue their preys. The three general processes of
WOA:Ss are to surround preys, assault using bubble nets, and hunt for best preys [35, 36, and
37].

Whales enclose their prey including fishes while updating their positions to find optimal
solutions. Mathematically Egs. (12) and (13) depict WOA.

Xt+1)=X"(t)-A.|C.X"(t) - X(t)|ifp < 0.5 (15)
X(t+D|C.X*(t) — X(®)]. e cos(2mt) + X*(t)ifp = 0.5 (16)

Where X implies vectors of whales’ positions; t represents times or iteration indices; X*
implies best solutions found so far; A=2a. (r-a);C=2.r; a are coefficient vectors that linearly
decrease from 2 to O in iterations; r stands for random vectors between 0 and 1; b implies
constant values that define shapes of logarithmic spirals based on paths and is 1 for this work;
| stands for random numbers between - 1 and 1; p implies random numbers between 0 and 1
and used to switch between (15) and (16) while updating whales’ positions; Egs. (15) and (16)
have 50% probabilities implying during optimizations whales select paths randomly with equal
chances. During bubble-net phases, A’s random values are in the range [- 1, 1], however in
searching phases, these values may be larger than or less than 1. Search processes are illustrated
as Eq. (17).

X(t + 1) = Xrana — A . IC-Xrand - X(t) | (17)

Random searches with values of |A| > 1 emphasize searches and require WOA algorithm to
do global searches. WOA searches begin with generations of random solutions. The responses
are then updated in iterations and searches continue until present max. iterations are reached.

3.4.1. IWOA
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The good trade-off between exploration and exploitation, two critical components of an
optimization algorithm, allows for a precise solution to be obtained by escaping the local
optima. In WOA, a search agent's step size decreases linearly as iteration counts increases. This
step size is determined by a parameter known as A. Nonetheless, it has been demonstrated that
insufficient divergence restricts WOA's capacity to capture a local optimum in later rounds.

This paper employs an updated whale optimization approach to get around such problems. This
changes the value A by introducing the levy flying function. Levy flight is a mathematical
concept used to describe a type of random walk in which step lengths have a probability
distribution that is heavy-tailed (e.g., follows a Levy distribution). In optimization algorithms,
such as the Improved Chicken Swarm Algorithm (ICSO), Levy flight is applied as a search
strategy to improve efficiency and avoid premature convergence to local optima. It improves
WOA's capacity for simultaneous exploration and exploitation.

The Levy probability distribution function, a power-law function, is utilized in Levy flight to
determine jump sizes where Levy distributions can be mathematically formulated as:

14 Y 1.
—exp|——— —Rf0<pu<oo
Ly = V" 0[ o Vis <0 (18)

Where 4, y, and s are positions and scales which control scale distributions and samples in
distributions respectively.
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Figure 3: Convergence curve of IWO

The figure 3 depicts a line graph showing the relationship between iterations and fitness values
in an optimization algorithm. The graph reveals a significant drop in the fitness value from
approximately 0.155 at iteration 1 to about 0.11 at iteration 2. After the second iteration, the
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fitness value stabilizes and remains constant at approximately 0.11 through iterations 3 to 10,
indicating that the optimization process has likely converged. Using Mean Squared Error
(MSE) as the fitness function in the Improved Whale Optimization Algorithm not only aids in
effectively assessing the quality of solutions but also demonstrates the algorithm’s capability
to minimize errors in predictive modelling.

In the IWOA, Levy flights play critical roles in enhancing explorations and exploitations of the
algorithm, particularly to avoid issues of getting trapped in local optimums during later
iterations.

Role of Levy Flight in IWOA:
1. Exploration and Exploitation Balance:

o Explorations refer to algorithm’s abilities to search broadly across solution
spaces, while exploitations refer to focusing on refining current best solutions.

o In standard Whale Optimization Algorithm (WOA), the parameter A controls
the step size of the whales' movement. However,

@)

o as iterations increase, A decreases linearly, reducing the step size and thus
restricting the ability to explore new regions of the search space.

o To enhance both exploration and exploitation simultaneously, Levy flight is
used to introduce random long-distance jumps, which allows for more diverse movements even
in later stages of the search. This nonlinear random walk based on the Levy distribution helps
escape local optima by allowing whales to make larger, random steps.

Algorithm for IWO
START

import data

Set initial locations of whales X

Compute whales fitness

Set initial values of a and r, calculate A and C

Set initial X* as best hunters’ whale locations
initializet=1

while t < max iterations do

for each hunting whale do

ifp<0.5

if|Al<1

update existing locations of hunting whales with (12)
else if |A|>1

another search agent randomly

update existing locations of hunting whales with (12)
end if

©ooN R wNRE

el ol el
ok~ wbdkEo
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16. elseifp>0.5
17. update existing locations of hunting whales with (13)

18. endif

19.  endfor

20.  update X* on better solutions
21. t=t+1

22.  end while
23. output X* Best Features
24, END

In this paper, a modified and improved WOA (IWOA) is presented to solve the application
mapping problem in NoC. The incorporated IWOA algorithm has better global and local search
ability; however, for certain scenarios, such as large-scale complex problems, it may undergo
lower convergence accuracy and can fall into local optimum. To avoid such problems and
scenarios, an improved GA is executed along with the IWOA to achieve optimal solutions. The
GA uses a biological evolutionary mechanism, and, as a global-based search optimizer, it
searches for the optimum solution in the search space for complex problems. GAs have proven
to be robust and effective in exploring complex spaces. Hence, they can effectively solve a
wide range of pattern recognition, artificial intelligence, resource allocation, and similar
complex challenges. To achieve better mapping solutions, the proposed modified IWOA
algorithm is integrated with an improved genetic algorithm incorporating improved crossover
and mutation abilities. This further enhances the ability to find the optimum solution within the
search space with better convergence towards the final mapping solution.

The genetic flowchart depicted in Figure 4 resembles biological evolution. A traditional GA
begins with an initial random population comprised of randomly chosen chromosomes that
produce offspring via crossover and mutation. It continues to work iteratively until a
predetermined count of iterations is completed or a termination criterion is satisfied.

End

| Yes

Generate Initial Calculate Fitness Stop

Start Population - R ~ Qe

NQ
Roulette Selection Crossover to Mutation of Calculate Fitness New Generation
of Parents produce Children Children of Children by Elitisim

Figure 4: Genetic algorithm flowchart
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3.4.2. IGA Framework

This article focuses solely on a single objective, namely, use of an improved GA integrated
with an improved WOA for solving application mapping through better search ability and
population diversity. The population obtained from the IWOA is fed into the modified GA,
which uses direction-based crossover features [38] and mutation ability to generate high-
quality mapping solutions. The subtasks imply the genes in the chromosomes. The various
individual mapping solutions undergo through the genetic-based process for some number of
iterations and generations to produce high-quality mapping solutions.

Improved Genetic Algorithm Formulation

The genetic operators exert different levels of impact on the algorithm, with selection
identifying the most promising chromosomes for crossover to enhance the solutions. Crossover
combines genetic data to improve population characteristics, while mutation introduces new
genes to address the weaknesses of crossover.

The selection operator selects the individuals that participate in crossover and mutation; hence,
their selection substantially impacts the entire GA process [39]. The proposed modified
algorithm uses expert criteria-based selection to choose the initial mapping solutions to
undergo crossover and mutation. This is contrary to the random selection used in the
conventional GA. Initially, the mapping solutions achieved by the IWOA are ordered according
to the objective function F(X) and treated as an initial population for the IGA, represented as

X = {XliXZl ""XTl} (19)
while the sorted population is provided by
XS ={X{, X5, ..., X3} (20)

which satisfies F(X{) = F(X3) =, ......F(X;). Each element in X and X*® shows individual
mapping solutions. The population obtained by the IWOA is sorted and divided into four
groups (X1, X2, X3,X%), which are paired with each other
(X1, X%), (X4, X3), (X1, X%, (X?,X3), (X%, X*), (X3,X%) to form x(mapa) and x(mapp),
Crossover is performed using the elements of X (maPa) and X (Mars),

The GA’s central process significantly affects the algorithm’s ability to seek improved and
optimal solutions [40]. The more optimal the objective function is for any individual solution,
the closer the mapping combination will be to the optimal region. Hence, the proposed IWOA-
IGA uses a direction-based crossover operator. The modified crossover operation has good
ability for searching the overall search space, and can produce mapping solutions with a larger
probability of enhancing the objective function, thereby speeding up the algorithm’s
convergence. As in the initial step of the GA, the population of mapping solutions is divided
into two groups, X ™MaPa) and X (meP») The communication cost of the individual solutions
in X (mapa) js superior to those of the solutions in X ™MaPb): thus, X MaPajs the leader in the
direction of crossovers for producing high quality solutions. The mathematical equation that
generates the mapping solutions with directional-based crossover is provided by
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ma ~
Xl* =Xi pa+rij.Dij

n _ ymap mapp . 3n . ’
Djj=X,"""—X, 1—1,...?,]—1,...,m

(21)

where 5ij represents the directional vector. The parameter r;; is a uniformly distributed
random number ranging from —1 to 1. Thus, in directional crossover based on grouping-wise
solutions, each mapping pair develops into one mapping solution, eventually generating new
individuals. Finally, it sorts the high-quality mapping solutions with the best communication
cost, developing n individuals as offspring of the crossover.

To see the effect of the direction-based crossover operation on two of the paired mapping
solutions, paired individuals are shown to occupy a certain space in the appropriate region.
As 1;; takes on boundaries between 1 and —1, the paired mapping solutions will take various
directions to reach the optimal communication cost value. The mutation operation is applied to
offspring to achieve more optimal results. Mutation allows for altering the placement of one or
more mapped tasks of individuals in a population with a specified mutation probability, which
can help to promote population diversity and prevent premature events. The communication
cost of all the resulting mappings are computed after mutation, and the mutation is accepted if
the communication cost of the mutated mapping is less than that of the original ones. To
increase population diversity and prevent the GA version from falling into local optima, the
mechanism of replacement operation is incorporated. The basic goal of the replacement
operation is to set aside the most elite K individuals from the population for every K generation.
In traditional approaches, certain elite individual solutions are retained in parents.
Nevertheless, the high-quality solutions created as a result of crossover may be affected by the
mutation operation, and their quality may degrade to some extent. Thus, in this work we adopt
a better approach to retain the most elite mapping solutions produced by the genetic operation.
In this way, the number of elite mapping solutions can be maximized to enhance the population
attributes.

The proposed hybrid method necessitates the specification of a few fundamental parameters to
determine the efficacy of group searching. Numerous simulations and satisfying results were
used to pick the parameter values for the proposed algorithm in order to produce an effective
solution. Well balanced exploration and exploitation ability is derived using adaptive parameter

adjustment, which results in updating of the vector A. The algorithm uses a few other
parameters, such as r (a random vector between [0, 1]), and a linear decline from 2 to 0 is
performed throughout iteration during both the exploration and exploitation phases. For the
shrinking encircling mechanism, A takes a random value between —a and a, where a
gradually diminishes from 2 to 0 throughout iteration. Configuring A within [—1, 1] can result
in a new position for the mapping solution between the original position and the current best
position. For the spiral mapping position, the parameter b is kept at a constant value to maintain
the shape of the spiral, while | is varied between [—1, 1] to help the algorithm achieve better
mapping solutions.

Overall Process:
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1. Initialization: Randomly generate feature subsets.

2. Fitness Evaluation: For each subset, evaluate using an objective function (e.g.,
intrusion detection accuracy, false positives).

3. Update via IWOA: Apply whale swarm strategies to improve feature subset.

4. Crossover/Mutation via IGA: Introduce genetic variations to explore new feature
subsets.

5. Convergence: Output an optimal subset of features for intrusion detection.

The Hybrid IWOA-IGA is a key component of the proposed methodology for feature selection
optimization. By reducing the dataset's dimensionality, Hybrid IWOA-IGA identifies the most
relevant features, enhancing the classification model's overall performance while
simultaneously reducing time complexity and energy consumption. The inclusion of the Levy
flight strategy within IWOA ensures a thorough exploration of the solution space, avoiding
local optima and leading to the discovery of the optimal set of features. Out of the 41 initial
features, the algorithm selects the 15 most effective for the detection task: Hot, Num_root,
Num_shells, Num_access_files, Num_outbound_cmds, Is_host_login, Count, Serror_rate,
Rerror_rate, Same_srv_rate, Dst_host_srv_count, Dst_host_same_srv_rate,
Dst_host_srv_diff_host rate, Dst _host _serror_rate, and Dst _host srv_rerror_rate.The
selection of these 15 specific features by the IWOA is based on their strong relevance to
distinguishing between normal and malicious network behavior. Each feature plays a unique
and crucial role in identifying patterns linked to network intrusions:

Hot, Num_root, Num_shells, Num_access files, and Num_outbound cmds: These
features are directly tied to unauthorized access attempts, such as gaining root privileges or
accessing sensitive files, which are critical indicators of potential system compromise (e.g.,
Root or User to Root attacks).

Is_host_login: This feature helps detect abnormal login patterns, indicating unauthorized
access or probing attempts, which are important in identifying login-related vulnerabilities.

Count, Serror_rate, and Rerror_rate: These features measure the frequency of connections
and errors during those connections, helping to identify denial-of-service (DoS) or scanning
attacks where a high volume of error-prone connections is typical.

Same_srv_rate, Dst_host_srv_count, and Dst_host_same_srv_rate: These features monitor
the frequency and consistency of connections to a particular service or destination, allowing
the detection of probing or flooding attacks, which target specific services repeatedly.

Dst_host_srv_diff_host_rate, Dst _host _serror_rate, and Dst _host srv_rerror_rate:
These features track the variance in service errors across different hosts, which are key
indicators of network-level anomalies, such as Distributed Denial of Service (DDoS) attacks
where multiple hosts are targeted.

Hence the Combine Improved Whale Optimization Algorithm (IWOA) with enhanced genetic
properties (e.g., crossover, mutation) are proposed for feature selection. The most significant
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features from the NSL-KDD'99 dataset are selected, improving detection accuracy and
reducing computational load.

3.5. Blockchain-Based Trust Evaluation

To continuously monitor each node’s behavior in the WSN, compute trust scores, and detect
anomalous (potentially malicious) nodes. Trust values are recorded on a blockchain, ensuring
immutability (they cannot be tampered with) and transparency (all authorized nodes can verify
trust scores). Establish trust among nodes for secure communication is discussed below

Trust-Based IDS Module:
The Trust-Based IDS continuously monitors node behaviour in WSNSs. It consists of:

1. Trust Calculation: Evaluates each node’s trustworthiness based on metrics like packet
forwarding, energy consumption, and data integrity.

2. Anomaly Detection: Detects malicious behavior by comparing a node's current actions
with expected normal behavior.

Trust Calculation:

1. Packet Forwarding: Measures how reliably a node forwards packets.
__ Packets Forwarded by Node
Tf - Packets Sent to Node (22)
. A higher T indicates the node forwards incoming packets reliably.
. Nodes that drop packets (intentionally or due to faulty behavior) will have a lower T.

Higher values indicate more reliable forwarding behavior.

2. Energy Consumption: Evaluates how efficiently a node uses energy

Initial Energy — Current Ener;
T, = ( 8y gy) (23)

Intial Energy

. A lower T, reflects more efficient energy usage (i.e., the node has consumed less energy
relative to its initial state).
. Malicious or compromised nodes may consume excessive energy (e.g., due to flooding

attacks), resulting in a higher T.
A lower value reflects more efficient energy consumption.

3. Data Integrity: Assesses the accuracy of data sent by a node

Accurate Data Packets Received

Total data packets received
. Measures how accurately the node handles data packets (not injecting or forwarding

corrupted data).
This metric ensures that nodes are not injecting false or corrupted data into the network.

Overall Trust Value:

After each node’s three metric values (T¢,T,, T, ) are calculated, they are combined into a
single trust score: The overall trust T;,:4; 1S @ weighted sum of the individual metrics:
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Ttotal = Wf Tf + We. Te + Wq. Td (25)

where wg, w, and w, are the respective weights assigned to each trust metric based on the

application’s requirements.

Nodes with abnormal trust values are flagged as suspicious. Modified EIman Neural Network
(MENN) can be used to detect anomalies based on deviations in trust metrics.

Threshold Checking & Anomaly Flagging

1. Set Threshold: Define a minimum acceptable T;,:4; Value or range.

2. Compare:

o If Tyorqy (1) falls below the threshold, the node is flagged as suspicious.

o Further action may include isolating the node or subjecting it to detailed analysis.

Blockchain Integration

1. Record Trust Values:

o Each node’s trust metrics (Tf,T,, T, ) or the combined Tin.q are written to the
blockchain as transactions.

2. Consensus Mechanism:

o The network validates trust updates (e.g., via Proof of Stake).

o Once validated, these updates form a block that is appended to the distributed ledger.
3. Immutability & Transparency:

o Trust scores become tamper-proof once on-chain.
o Other nodes can verify the trust history for any given node.
3.6. Intrusion Detection with MENN-GNN

MENN captures temporal patterns in sequential data, enhancing the detection of behavioral
anomalies. Graph Neural Network (GNN) models relational data in the network, detecting
spatial and contextual irregularities. Combined MENN-GNN architecture improves detection
accuracy by leveraging temporal and relational insights. The MENN model is trained to
classify node behaviors based on the features selected by IWO. The Modified EIman Neural
Network with self-feedback gain tends to be more efficient than the previous used approach of
Enhanced Fuzzy Neural Network (EFNN) is due to its simpler architecture, easier parameter
tuning, reduced computational complexity, better integration with existing optimization
frameworks. The Modified Elman Neural Network (MENN) enhances traditional Elman
Neural Networks by adapting their structure for more robust handling of time-sequenced data,
making it effective for classifying nodes in trust-based Intrusion Detection Systems (IDS). In
Elman Neural Networks (ENN), the context layer acts as a feedback mechanism by storing the
previous hidden layer's outputs and feeding them back into the network. This feedback, often
referred to as self-feedback gain, allows the network to capture temporal dependencies and
learn sequential patterns effectively, hence it is called as MENN.
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Trust-Based IDS: Nodes are evaluated based on trust scores (packet forwarding, data integrity,
energy consumption). MENN uses this trust data to classify nodes as either trustworthy or
malicious. In Figure 5, the ElIman neural network's fundamental structure is shown. The input
layer, hidden layer, context layer, and output layer make up the majority of the EIman network,
which can be easily identified as having four layers in total. Each pair of nearby layers is
connected by adjustable weights [41]. In most contexts, it is understood to be a subtype of feed-
forward neural network that also contains local feedback and extra memory neurons. Below is
a list of the symbols used in this section:

w1;;: The weight between input layer node i and hidden layer node j.
w2;;: The hidden layer-output layer weight.

w3,;;: The hidden layer weight that links context node i to node j.

m, n, r : Input, output, and buried layer nodes, respectively.

u;(k),y;(k): Elman neural network inputs and outputs, where i=1,2,....m and
j=1,2,....n.

x;(k): Hidden node i output, i=l, 2,......r.

c;(k): the result of context node i, or the result of hidden node i from the previous
execution. z1: A unit delay.

A second unit called a context unit is created for each unit in the concealed layer. With regard
to all hidden units, the context unit is directly related to them all. Accordingly, each context
unit has a weight that is applied to each concealed unit. In addition, the context units and hidden
units are connected repeatedly. However, each hidden unit is only linked to the context unit
with which it is related is provided in figure 5.

Output layer

Hidden layer

Input layer co e
Context

layer

Figure 5: Structure of the EIman neural network model

While the weights of the recurrent connections are fixed, the forward weights are
learned by back-propagation. During the forward phase, the context units’ function similarly
to input units. The hidden unit and output unit values are calculated similarly to how
feedforward networks are built. The current values are replicated into the associated context
units through the recurrent connections once the hidden units have calculated their outputs.
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These parameters must be set to some starting values before to using them in the subsequent
time step. Target values are utilized for the outputs during the backward training phase, and
back-propagation is employed to change the forward weights. The network's inputs are: (k) €
R™y(k) € R™ x(k) € R", further, each layer's outputs may be provided via

xj(k) = fEZ w2 ju; (k) + Xy wl (k) (26)
ci(k) =x;(k—1) (27)
yi(k) = g(Bi=1 w3y jx; (k) (28)

where the corresponding output functions of the hidden layer and output layer.
Formally, if we denote the activation functions in the hidden and output layers by f(.)and g(.)
respectively, they can be chosen to be linear or nonlinear. Regardless of this choice, the key
benefit of an EIman network is that it does not require explicit external state input or a training
signal for its internal state. All the necessary dynamics are managed through the recurrent
context connections. This makes Elman networks particularly flexible and powerful for tasks
involving sequential or time-varying data, as compared to standard static feed-forward
networks.

o Self-feedback gain (SFG)

The functions utilized here are linear activation functions. Since the weight of the
feedback connections is set at 1, they are not used in the training process. This results in a
network that, despite the fact that it contains recurrent connections, can be trained more like a
straightforward feedforward network. The network’'s memory or dynamics are provided by the
context layer, which serves as a storage layer for the hidden layer's state. The hidden and
context layers each contain the same amount of neurons. Even while an EIman network can
theoretically mimic any nth order system, where n is the number of context neurons, with all
feedback connections from the hidden layer set to 1, it cannot be taught to do so using the
conventional backpropagation approach. To solve this shortcoming, a modified EIman network
that still uses regular backpropagation training has been developed and shown to be capable of
modeling higher order systems. In order to prolong the memory, the change involves adding
self-feedback connections to the context neurons.

xi (k) =axj(k—1) +xj(k—1) (29)

where x; (k) is produced by the context layer neuron j at time k, and x; (k — 1) at time

k-1, is the hidden layer neuron j's output. Before training, a single value between 0 and 1 is
selected to represent all the self-feedback connection weights in this equation. A greater value
will often be needed a to lengthen the memory when modeling a higher-level system. If, on the
other hand, is raised to an excessive degree, training will become unstable, necessitating a
compensatory decrease in the learning rate; nevertheless, this will result in an increase in the
total amount of time spent training.
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Figure 6: Elman neural network modified

Choosing a range (0 to o max) allows the value of a for context neuron n to be
determined by Equation (22). This is an alternate approach for setting that is suggested here:

a, = Eamax, n=1,....,N (30)

N is the context layer's total number of neurons. The network now has both short-term
and long-term memory. The second suggestion is to include the values into the
backpropagation training process since they play a significant role in deciding how well the
modified EIman network performs. Each n is then updated separately as if it were a typical
weighted connection as the error is then back propagated across the self-feedback connections.

Graph Neural Network (GNN)

Nowadays have seen rising attention gained by graph neural networks [42] which are
graph-structured data oriented, capable of learning the network topology and relationships
among nodes. GNNs can be applied to different-level tasks such as node-level prediction, edge-
level prediction, and graph-level prediction. The intrusion detection problem studied in this
paper is narrowed down to a binary classification task, i.e., predicting whether a node v is under
attack (class 1) or not (class 0), belonging to the node-level prediction:

For a node v in graph G, GNN learns a hidden representation, h,,, by taking both the node
features x,, and graph structure (edges) E as input. Most of the advanced GNNs follow a
message-passing and aggregation strategy, in which the information of one node is iteratively
passed to the others along edges, and then the node's representation is updated by aggregating
and learning the information of itself and its neighbors. When conducting the message
propagation with I-layered GNN, one node could gain the information of neighboring nodes
within | hops. Without loss of generality, the latent representation at the I-th layer of GNN can
be formulated as:
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hy = fl(h 1 AGG (fhy t, Yu € NV,})) (31)

where X, refers to the neighboring nodes of node v. AG G'refers to aggregations that could be
rather simple ones (e.g., mean, max, sum), to advanced ones (e.g., median, var, std), or even
learnable and exotic ones. flis a function with learnable parameters, e.g., multi-layer
perceptron (MLP). The combination of AGG'and f! determines the types of graph operators,
e.g., graph convolutional operator and graph attentional operator.

For node-level prediction, the output of the last hidden layer could be directly passed to the
output layer @, e.g., a fully connected layer. For graph-level prediction, it is passed to a readout
function R with learnable parameters. Formally, the representations of the output layer can be
expressed as:

h, =®(h.) (32)
he = R(hL|v € V) (33)

Graph convolutional operator. Graph convolution, essentially the same as the convolution for
image classification task, is a generalization of convolution in Convolutional Neural Network
(CNN) in which the information of neighboring nodes (corresponding to adjacent pixels) is
convoluted with that of central node (corresponding to central pixel) to learn a hidden
representation. The graph convolution operation in [43] could be formulated as:

Wi

hi=oWT ZjENiu{i}_J h;) (34)
la,a;

whered; = 1 + Yjen; Wji-wj; € R denotes the weight of edge from source node j to target

node i. W is the filter weight to be optimized. ¢is the activation function. T refers to
transposition. By default, all edge weights are fixed as 1, meaning neighboring nodes are of the
same importance to central node. Edge weights can also be optimized to learn the importance
of neighboring nodes in an implicit manner.

Algorithm MENN_GNN_IDS:

Input: Graph G = (V, E), adjacency matrix A (or edge list), node features X
Time-series trust data {u_v(k)} for each node v
Labels y_v for training nodes
# Step 1: Preprocess and Build Graph
X_processed, A_processed = preprocess(X, A)
# Step 2: Train MENN
Initialize MENN parameters (w1, w2, w3, alpha)
for epoch in range(num_epochs_ MENN):
for each node v in training set:

# Time-series forward pass
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X_hidden, x_output = MENN_forward(u_v(1..K))
# Compute loss and backprop
MENN_loss = loss_function(x_output, y_v)
update(MENN parameters via backprop)
# Extract MENN embeddings e_v for each node v
# Step 3: Combine MENN Embeddings with Original Features
for each node v:
X_final[v] = concat(X_processed[v], e V)
# Step 4: Train GNN
Initialize GNN parameters (W, possibly attention parameters)
for epoch in range(num_epochs_GNN):
H = GNN_forward(X_final, A_processed)
GNN_loss = loss_function(H, y_v)
update(GNN parameters via backprop)
# Step 5: Inference
for each node v in test set:
e _v_test = MENN_forward(u_v_test(1..K)) # temporal features
X_V_test = concat(X[v], e_v_test) # combine
y_hat_v = GNN_inference(x_v_test, A_processed)
intrusion_decision(v) = (y_hat_v > threshold) ? Malicious : Benign

return intrusion_decision

Hence A trained GNN that leverages both node-level temporal insights (from MENN

embeddings) and graph relational structure to classify each node as malicious or benign.

ALGORITHM: Secure WSN Framework using IDSO, IWOA-IGA, MENN-GNN, &

Blockchain

INPUTS:
1. WSN with N nodes, each having initial energy E_i?init and position (x_i, y_i).

2. Communication range R, Base Station (BS).
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3. NSL-KDD dataset (or real-time WSN traffic data).
4. Hyperparameters for IDSO, IWOA-IGA, MENN, and GNN.

OUTPUT:
- Clusters & Cluster Heads (CHs)
- Optimal Feature Subset

- Intrusion Alerts & Blockchain-based Trust Scores

STEP 1: NETWORK FORMATION & CLUSTERING
1. For each node i € {1..N}:
- Deploy at (x_i, y_i).

2. Assign nodes to clusters based on distance < R.

STEP 2: CLUSTER HEAD SELECTION USING IDSO
1. Initialize population of candidate CH nodes.
2. Evaluate fitness F_CH for each candidate (residual energy, dist to BS, etc.).
3. Update candidate solutions via IDSO operators (social, adaptive learning, etc.).
4. Repeat until termination criterion is met.

5. Select top-ranked solutions as final CHs.

STEP 3: DATA TRANSMISSION
For each cluster:
1. Member nodes sense data => send to CH.
2. CH aggregates & transmits aggregated data to BS.

3. Update node energies according to E_tx, E_rx formulas.

STEP 4: FEATURE SELECTION WITH IWOA-IGA (using NSL-KDD or real-time data)
1. Initialize population of feature subsets.

2. Evaluate F_FS (accuracy vs. subset size).
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3. Apply Whale Optimization steps (encircling, spiral).
4. Apply Genetic operators (crossover, mutation) to enhance diversity.
5. Repeat until best feature subset is found.

6. Output optimal subset S_opt.

STEP 5: MENN-GNN BASED INTRUSION DETECTION (BLOCKCHAIN-
INTEGRATED)

1. For each node i, compute trust metrics T_f, T _e, T_d=>T total.

2. Create transaction (NodelD, T_total, Timestamp) => broadcast to blockchain.

3. Consensus mechanism validates & appends to ledger => trust is immutable.

4. Use S_opt features + trust metrics as input to the GNN.

5. GNN => produce node embeddings capturing network topology + node attributes.

6. Feed embeddings (and sequential trust data) to MENN => produce classification (normal
vs. malicious).

7. Flag malicious nodes; store final results (alerts) on blockchain for transparency.

STEP 6: ACTIONS & UPDATES
1. If node is flagged malicious => isolate or restrict from routing paths.
2. If node recovers or changes behavior => node’s trust can be re-evaluated over time.

3. Periodically repeat Steps 1-5 to maintain updated clusters, feature sets, and intrusion
detection.

IV.EXPERIMENTAL RESULTS

The experiments conducted on the suggested model are analyzed in this section. The use of
MATLAB facilitates the implementation of this concept. To assess the suggested method, a
comparison is made between the already available KMC, SVM algorithms and EFNN in terms
of accuracy, specificity, time complexity, energy consumption, and error rate using the network
security laboratory dataset (NSL-KDD'99). Here, dividing the dataset into 70% training and
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30% testing is a standard method for assessing the effectiveness of the model. One may obtain
the open-source dataset from the internet. Features from [16] in the following table were
implemented in this work 1.

Table.l. Features of NSL-KDD dataset

N | FEATURES TYPES | NO | FEATURES TYPES

O

1 duration Continuo | 22 is_guest_login Symbolic
us

2 Protocol_type Symbolic | 23 count Continuous

3 service Symbolic | 24 srv_count Continuous

4 flag Symbolic | 25 serror_rate Continuous

5 src_bytes Continuo | 26 Srv_serror_rate Continuous
us

6 dst_bytes Continuo | 27 rerror_rate Continuous
us

7 land Symbolic | 28 srv_rerror_rate Continuous

8 ‘wrong_fragment' | Continuo | 29 same_srv_rate Continuous
us

9 urgent Continuo | 30 diff_srv_rate Continuous
us

10 | hot Continuo | 31 srv_diff_host_rate Continuous
us

11 | num_failed_login | Continuo | 32 dst_host_count Continuous

S us
12 | logged_in Symbolic | 33 dst_host_srv_count Continuous
13 | num_compromise | Continuo | 34 dst_host_same_srv_rate Continuous
d us

14 | root_shell Continuo | 35 dst_host_diff_srv_rate Continuous
us

15 | su_attempted Continuo | 36 dst_host_same_src_port_ra | Continuous
us te
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16 | num_root Continuo | 37 dst_host_srv_diff _host_rat | Continuous
us e
17 | num_file_creatio | Continuo | 38 dst_host_serror_rate Continuous
ns us
18 | num_shells Continuo | 39 dst_host_srv_serror_rate Continuous
us
19 | num_access_files | Continuo | 40 dst_host_rerror_rate Continuous
us
20 | num_outbound c | Continuo | 41 dst_host_srv_rerror_rate Continuous
mds us
21 | is_host_login Symbolic

The confusion matrix presented below summarizes the performance of a classification model
on a four-category experiment using the intrusion detection dataset. It allows us to analyse how
well the model distinguishes between different types of network attacks: Denial-of-Service
(DoS), Probing, Remote-to-User (R2L), and User-to-Root (U2R). Table 2 describes the
confusion matrix of the proposed work.The diagonal entries of the matrix represent the true
positives for each class, showcasing the model's ability to accurately identify attacks. For
instance, the model correctly classified a substantial 17,225 instances as DoS attacks,
demonstrating its effectiveness in recognizing this prevalent attack type. Similarly, it identified
3,897 instances of Probing correctly, along with 399 instances of R2L attacks and an
impressive 18,898 instances of U2R attacks.

Table.2. Confusion Matrix for the Four-Category Experiments on Dataset

Actual Class

DOS Probing R2L U2R
Predicted
Class
DOS 17843 4 1 17
Probing 15 4040 0 23
R2L 25 6 412 31
U2R 10 3 0 19560
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The False Positive Rate (FPR) in intrusion detection refers to the proportion of normal nodes
that are incorrectly classified as malicious. It measures the IDS's tendency to raise unnecessary
alerts, impacting network performance and response strategies.

False Positives
FPR =

False Positives + True Negatives

Minimizing FPR is critical to enhancing IDS reliability, as a high FPR could lead to wasted
resources and decreased trust in the system's detection.

Table.3.Performance Comparison Results

Methods
Metrics NB RF MLP [ SVM | GWOSVM | EFNN | MENN | GNN +
MENN
Accuracy (%) | 78.92 | 80.25 | 85.46 | 87.82 | 98.06 98.31 [99.01 |99.51
Error rate (%) | 21.07 | 19.75 | 14.54 | 12.18 | 1.94 1.69 1.21 0.96
Specificity (%) | 87.66 | 89.89 | 91.02 | 93.86 | 94.57 98.83 [99.90 |99.95
False Positive | 20 18 15 125 8.2 6.3 4.7 3.9
Rate (%)
Time 35.67 | 30.08 | 28.27 | 25.52 | 20.12 3.85 341 3.01
complexity(sec)
100 T T T T T
I N B
N RF
80 T Mep i
I svM
. [ cwosvm
2 [ EFNN
= 60f I M ENN 7
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Figure 8: Accuracy, Error rate and specificity results Comparison of Various Classifiers
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The figure 8 above compares the performance of the classifiers NB, RF, MLP, SVM,
GWOSVM, EFNN and MENN the suggested MENN+GNN schemes in terms of accuracy,
error rate, and specificity. In the graph above, several approaches are displayed on the X-axis,
while accuracy, error rate, and specificity numbers are represented on the Y-axis. The findings
show that the newly presented MENN+GNN model outperformed the other existing models.
For example in the above figure proposed MENN+GNN produces higher accuracy which is
99.5124(%) while available, NB, RF, MLP, SVM, GWOSVM, EFNN and MENN technique
yields only 78.9272(%),80.2451(%),85.4561(%),87.8216(%), 98.0565 (%),98.3108 (%) and
99.0121 (%) respectively.

Table.4.Comparison of the Energy Consumption with the other methods

No. of | Energy consumption ( J)
nodes NB RF MLP SVM GWOSVM | EFNN | MENN | GNN +
MENN
30 18 16 15 14 13 8 7 6
60 38 27 21 17 15 10 8 7
90 41 37 29 25 20 15 12 10
120 52 48 41 35 28 22 18 15
150 54 50 44 39 35 28 24 20
60 — NB T T T T T
- H =RF
MLP .
- B =SVM e
50 GWOSVM »’E____—-

= —©—EFNN o -

= - B =MENN iad '

O a0t GNN+MENN | ==
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Figure 9: Energy consumption results

The figure 9 above compares the energy consumption results of the proposed MENN+GNN
to current classifier methods such as NB, RF, MLP, SVM, GWOSVM, EFNN and MENN. The
X and Y axes in the graph above reflect the number of nodes. Energy usage figures are
displayed. As seen in the data, the newly adopted MENN+GNN model yielded reduced energy
usage results 20(J) while available NB, RF, MLP, SVM, GWOSVM, and EFNN technique
consumes 54(J), 50(J), 44(J), 39(J), 35(J) and 28(J) respectively.

V.CONCLUSION AND FUTURE WORK

This paper presents a the proposed approach demonstrates that blockchain technology, when
integrated with optimized clustering, advanced feature selection, and a robust intrusion
detection framework, can significantly enhance the security, trustworthiness, and energy
efficiency of wireless sensor networks. By forming clusters using Improved Dove Swarm
Optimization (IDSO) and selecting significant features with the hybrid IWOA-IGA
algorithm, the system effectively reduces energy consumption and prolongs network lifetime.
Furthermore, the integration of a blockchain-based trust evaluation mechanism with the
Modified EIman Neural Network and Graph Neural Networks (MENN-GNN) provides a
decentralized, tamper-proof, and consensus-driven security model that accurately detects and
mitigates threats. Leveraging the NSL-KDD’99 dataset for training and evaluation
strengthens the reliability and robustness of the proposed Trust-Based Intrusion Detection
System (IDS). By continuously monitoring node behavior and identifying malicious
activities, the solution ensures secure data transmission while preserving the overall integrity
of the WSN. Future research can explore real-world implementations, scalability to large-
scale networks, and adaptive learning mechanisms to further solidify blockchain’s role in
creating trusted, energy-efficient WSN environments. The proposed MENN+GNN produces
higher accuracy which is 99.5124(%) while available, NB, RF, MLP, SVM, GWOSVM, EFNN
and MENN technique yields only 78.9272(%),80.2451(%),85.4561(%),87.8216(%), 98.0565
(%),98.3108 (%) and 99.0121 (%) respectively.
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