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1. Introduction

In this era, the role of multimedia information has become an essential part of everyone’s life.
There are many ways by which it may misused. So the protection of multimedia information
has become very important especially from unauthorized access. Cryptography deals with
protection of information from unauthorized access.Cryptography is the science of converting
secret data into encoded information to ensure it can be transmitted securely without
unauthorized access. While classical cryptography has roots stretching back over two thousand
years, modern cryptography was formally established by Shannon in 1949 [1]. Graph theory,
a branch of mathematics, has seen significant growth not only as a subject of mathematical
research but also due to its applications in various fields. Graphs are frequently employed as
ciphers to ensure secure communication, even in the presence of adversaries or unauthorized
parties.

In [2,3], the authors presents a combinatorial encryption method where graph vertices represent
messages, and specific-length walks serve as encryption tools. The concept of Expander
Graphs was used in [4]-[7] for solving different problems in Cryptography.

An expander graph is a graph in which every subset of the vertices has many neighbors. In [8]
Wael Mahmoud Al E proposed a new encryption algorithm to encrypt and decrypt data
securely with the benefits of graph theory properties. In [9] Priyadarsini P. L. K. proposed
algorithms for encoding based on strongly regular graphs that have a specific property. In [10]
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M. Yamuna proposed a method of encryption using planar graphs. In [11], Gideon Samid
patented an encryption method where a graph itself serves as the encryption key.In [12]-[16],
pixel scrambling permutation done by using different scan patters.In our proposed image
encryption technique we introduces a novel method using graph theory for pixel level
permutation . The some of the existing various scan patterns are given in Figure 1.
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Figure 1: (a) Raster pattern (b) Spiral pattern (c) Z-Order pattern (d) Hilbert Curve pattern (e)
Diagonal pattern (f) Gray Pattern

In this paper we propose a novel scanning pattern for pixel scrambling to scan the two di-
mensional n X n array of points based on newly defined graph

Let n be a positive integer greater than 1, C be an invertible (0, 1) matrix of order n, such that
C™ = I, (I, is the identity matrix of order n) and C* # I,,, forany i, (1 <i < n)then C will
be called a cycle matrix of order n. A cycle matrix of order n in following form called cyclic
permutation matrix [17] of order n and denoted by C,,.

0O 0 0 .. 1
1 0 0 0

c,=|0 1 0

.o
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: . : : T .
This matrix cyclically shifts the elements of any vector v = (171,172, vy Un_1, Un) one position
to the right, such that:

T
C,v = (vn,vljvz, . )
Properties of C,;°
e The matrix C,, is orthogonal, i.e., C,,C,," = C,,"C,, = I,, where I, is the identity matrix.
e The determinant of C,, is given by det(C,,) = (—1)" 1!

e The matrix satisfies ¢,,”" = I,,, meaning that after n applications of C,,, we recover the
identity matrix.

e If nis any positive integer greater than 1, C,, is a cyclic permutation matrix, then
e)r+ >+ ()2 +-+ ()" =], where J, isann x n unit matrix.
o Let A,y, beany matrix of order n, using Hadamard product

(C,)0A+ (C,)*0A+(C,)30A+ -+ (C)"0CA=A
i (Cn)_l = (Cn)T = (Cn)n_l
2. Formation of Graph

Let n be a positive integer and n #1 . Let [G,] be an n X n matrix with entries
{v1, V3, .., Uy, ..., 2} in the following form

V1 U2 V3 Un

VUn+1 Un+2 VUn+3 e Uy

[Gn] = v2n+1 v2n+2 v2n+3 e 173n
Vn-Dn+1 VYm-n+2 Vm-1n+3 = Up2

We define a graph G,, with vertex set V = {v;, v,, ..., Uy, ..., V,,2} as follows

e The vertex in the j** row of [(C’n) )] [Gn]] is adjacent to the vertex in the (j + 1)
row of [(C,) © [Gnl].j = 1,2,3,...,n

o The last vertex in [(C,) © [G,]] is adjacent to the vertex in the last row of
[(€)* O [GAl]

o The vertex in the j row of [(C,)? O [G,]] is adjacent to the vertex in the (j — 1)t*
row of [(C,)2 © [Gpl].j =nn—1,...1

o The vertex in the first row of [(C,)? O [G,]] is adjacent to the vertex in the first row
of [(€,)® © [G,]], and so on
Where (© denotes the Hadamard product (element-wise multiplication)

Remark 1. The graph thus generated is a path with initial vertex v,,. We called this path as
elementary standard path and denoted by E. and the corresponding n X n matrix

representation is denoted by [E¢ |.
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The vertices in the graph E._will be denoted using the letter e instead of v to reflect this
standard path.The elementary standard path. E¢, given in the Fig.2.

llustration. Forn = 4

Vi VU V3
Vs Vg V; Vg

(G4l = V9 Vo Vi1 V12

U1z Via Vis Vi
0 0 0 v, 0 0 v3 O
_lvs O 0 0 2 10 0 0 wvg
[(EnolGll=|g , o o [E0OGI=(, o o o
0 0 vig O 0 viu 0 O
0 v, O 0 vy, O 0 0
0 0 v 0 0 v 0 0

C)*OIG ¢ o [E)*Ol6]] = o

[( 4) @[ 4]] 0 0 0 v [( 4) @[ 4]] 0 0 V11 0

Figure 2: Graph E¢,

The corresponding 4 X 4 matrix representation is denoted by [EC4]

€y, €5 €19 €315

[E ]= €14 €9 €g €3
Ca €, €7 €12 €13
€16 €11 € €

Remark 2. The matrix C,, , is a special type of n X n square binary matrix that has exactly
one entry of 1 in each row and each column and 0s elsewhere. It represents a permutation of
the rows and columns of the identity matrix I,, . Multiplying any of n X n matrix 4 by C,, on
the left side (C,,A) which cyclically permutes the rows of A. Similarly Multiplyingany n xn
matrix A by C,, on the right side (AC,,) which cyclically permutes the columns of A.

Theorem 1. Let C,, be the cyclic permutation matrix of order n, then
n
Z C’;’i = Lpxn
i=1
Where 1,,.,, IS a unit square matrix of order n.

Proof

Let e, €5, ..., €, be the standard basis vectors in R™, where:
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Lo lOJ 4]
We can observe the following cyclic properties of the matrix C;; on e;:
C,(e}) =e, C2(e))=e3 .., Crlle)=e, Ce)=e.
In general, for any i and j, we have

Cﬁ(ej) = € where k = {(l +j)modn if(i+j)#n

n if(i+j)=n
We know that e; e isann X n matrix whose (i, j) - th entry is 1, and all other entries are zero.
Therefore,

Now, consider:

Substituting the expression for I,;:

which gives us the n X n unit matrix.

Theorem 2. Let [G,] be an n X n matrix with non-zero real entries. Then the matrices C2 ©
[G,]for i = 1,2,3,...,n aredisjoint, where (© denotes the Hadamard product (element-wise
multiplication). Moreover, the following holds:

> €i 016 =[G
i=1

Proof

From the previous theorem, we have:

n
Z Cjb = 1yxn

i=1

where 1,4, isthe unit matrix (matrix of all ones).
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Since each Cf is disjoint and the Hadamard product ® denotes element-wise multiplication,
the matrices G © [G,,] are also disjoint fori = 1,2,3,...,n . Therefore, we can write:

n

> i o6l = (Z c;;) © [6a] = Luxn O [Ga] =[G

i=1

This completes the proof.

Theorem 3. Let [G,] be an n xn vertex set. The elementary standard path [E, |
corresponding to [G,] is given by:

n (-Di+1 T
[Fe,] = ) e []n 2 €L OL6D - 1n(:,1)}]

i=1
where:
e; = I,,(:,i) isthe i-th column of the identity matrix I, ,

J 1s the exchange matrix (also called the reversal matrix, backward identity matrix, or
standard involutory permutation matrix), For example, when n = 3, we have:

0 0 1
Jz=10 1 0
1 00
1,, is the matrix of ones, and forn = 3:

11 1
L,=[1 1 1
11 1

1
1;(:,1) = [1] , is the first column of 15
1

Here, A © B represents the Hadamard product between matrices A and B .

Proof. Let C: ®[G,] for i = 1,2,3,..,n represent n disjoint n X n matrices, each
matrix containing n vertices. For each C} © [G,] , the vertex in the i -th row is adjacent to
the vertex in the (i + 1) -th row if:

._{ 1,3,5,...,n if nis odd,
L= 1,3,5,..,(n—1) ifnis even.

Each ¢! O [G,] gives a disjoint set of adjacent vertices. The matrix (G O [G,]) -
1,(:,1) resultsinan n x 1 column matrix of such adjacent vertices.

Then e;[(CE O [G,]) - 1,,(:,1)]T represents an n X n matrix where the adjacent
vertices are the row entries in the i -th row for:

._{ 1,3,5...,n if nis odd,
L= 1,3,5..,(n—1) ifniseven.
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Similarly, e;[J,{(C: O [G,]) - 1,,(:,1)}]T represents an n X n matrix where the adjacent
vertices are the row entries in the i -th row if:

i—{ 2,46,...,n if nis odd,
2,46,..,(n—2) ifniseven.

Therefore, the elementary standard path [EC,,] corresponding to [G,,] is given by

T

n (-1)i+1
CAEDY l[J 2 {CE O (6D - 12(,1)

i=1
This matrix [Een] represents the elementary standard path corresponding to the vertex set
[Val.
Illustration

Forn =4

Vs Vg VU7 Vg
[Ga] = 779 Vio Vi1 V12
Vi3 Via Vis Vi

T

(-Di+1
el []4 2 {(64 G4]) 1,1}

= e [L,{(C; O [G4 ) - 1,G DT + ex[J4{(CZ O [G4D - 1,G, DT
+e3[L{(CF O [Ga]) - 1.¢, 13" + esJof{(CE O [Ga]) - 1,¢, DY

111 0 0 0] (/[0 0 0O 1] Vi VU, VU3 U N
_[Ofjj0 1 0 0 » 1 0 0 O o Us Vg V7 Vg 11 [
olfjo 0 1 o0 0 1 00O Vg Vi Vi1 V12 1
0lfLo 0 0 11 \\l0O 0 1 Ol Uiz Vs Vis Vie [11) |
o1[fo o o 1 (0 0 1 O] Vi Uy Uz V4] [17) T

v v v v
+ 1{{fo 0 1 o » 0 0 0 1 o 5 6 7 8 |1 [
offfo 1 o 0 1 0 0 O V9 V9 Vi1 V12 1
01{Ll1 0 0 O. 0 1 0 Ol Vi3 Via Vis Viel [11) |
o1ff1 0 0 o] (/[0 1 0 0] [vi v vs v\ [N
v v v v
+ 0o|1]10 1 0 O » 0 01 0 o 5 6 7 8 |1 [
11110 0 1 0 0O 0 0 1 V9 Vio Vi1 V12 1
01{LO 0 O 1. 1 0 0 O Vi3 Via Vis Viel 111/ |
o1ffo 0 0o 17 (/[1 0 0 0] [vi v vs v\ [N
v v v v
+ o/1I]10 0 1 O » 0 1 00O o 5 6 7 8 |1 [
ofifo 1 0 O 0O 0 1 0 V9 Vio Vi1 V12 1
[11{11 0 0 Ol 0 0 0 1 [ V13 Visa Vis Vil (11 |
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11t o o o] (w1l qo1ffo o o 17 [vs1l
_{offlo 1 o of || _f1fl{o o 1 of |
ollfo 0 1 o] | olflo 1 0 o] |v
(01|10 0 0 11 LVis] 01|11 0 0 0] [Via
e _ _1T - - T
o1ff1 0 o o] [v2 o1ffo 0 o 171 [»
colffo 1 o of [ur|| ,lofflo o 1 of |v
1{llo 0o 1 o] [vi olflo 1 0o ol |vi
ol{lo 0 o 1l lvis Ullt 0o o ol lvie

Uy Vs Vo Vis

_ Via V9 Vg V3| _ [E ]
Vy,  V; Uiy Uyz| T G
Vie Vi1 Ve V1

3. Inverse Path of an Elementary Standard Path E¢

Let E¢, be an elementary standard path corresponding to P,;2, a path of n? vertices. Now we
discuss inverse path of E¢ by E¢_in the decryption process.

Step 1: Correspondence Between E¢ and P2

To get a correspondence between E¢_and P,z , connect the vertex e; of E_ by an edge with
the vertex v; of P,,z. The resulting graph is denoted by G'.

Step 2: Renaming the vertices of E¢

Rename the vertices of E¢_as follows.

If ¢; is the k" vertex of E¢_, then rename it as e, for 1 < j, k < n?. The resulting graph is
G".

Step 3: Spanning Subgraph ¢’ of G”

The spanning subgraph G"’ of G" obtained by deleting all the edges of E¢_ in G".

Step 4: Edge Contraction
In G"" we apply edge contraction between vertices e; of E; and v; of P,- and renamed it as

e;. The resulting graph formed by this edge contraction is denoted by EC;,.

Illustration
Forn = 3,
Correspondence between E¢, and Pz

P2
-\3_»7), ~." ’. .

|
|
> S |
|

C3
Figure 3: Graph G’

— od
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Renaming the vertices of E¢,

Ee,
Figure 4: Graph " with renamed vertices in E¢,

Spanning subgraph G'"’ of G"

P32

QOCQ‘OQ"
0000000.0

Ee,
Figure 5: Graph G""

Edge Contraction

000000000

Figure 6: Graph EC}

Theorem 4. Let [G,] be an n X n vertex set corresponding to a path P,z. Then the inverse
path of an elementary standard path EC,, is denoted by EC,, and the corresponding matrix is
denoted by [E¢ |. Itis given by the formula:

-Di+1
=g (fear (25 s asfor) o

Proof.

Let [G,] represent an n X n vertex set corresponding to the path P,z. Fori = 1,2,...,n, the
matrix [G,](i,:)T represents the column matrix of order n x 1, formed by taking the i-th row
of [G,].

-D'+1
The operation /,, ? alternates between the identity matrix and a permutation matrix based on
the parity of i. This alternation modifies the sequence of vertices to align with the inverse
operation (C)~1, which reverses the cyclic shift of C}..
For each i, the expression
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(-1)i+1

(At (]n 2 (Gl )T>

represents the order of vertices under the reverse cyclic shift (C2)~1.

The term
(-1)i+1
( {(Cﬂi)_l : <]n 2 : [Gn](i’ : )T>} -1,(1,: )] © In>

produces an n X n diagonal matrix, where the diagonal elements correspond to the i-th row of

[G,,] under the reverse shift operation (C%)™ 1.
By multiplying this diagonal matrix with ¢}, the diagonal elements are aligned with the

nonzero positions of C;; in the respective order.
Finally, summing overalli = 1,2,...,n,

(-1)i+1
?=1C,Z'L : ( {(C;L)_l : (]n 2 : [Gn](l')T)} : 1n(1':)] @ In> )

aggregates the contributions of all reversed matrices to form the matrix [Eéﬂ].

Hlustration
Forn =14

[G4] = Vo

Uiz Viga Vs Vi

1 (-Di+1
{(C'Z) -<]4 2 ~[64](i,:)T>}-14(1,:)]@14>

= Ca([{(C)™ - U2 - [Ga](1,:))} - 14(1,:)] O 1)
+Cf([{(65)_1 (g [64](2':)T)} : 14(1':)] OL)
+CZ({CEH ™ U2 - (G4 (BN} 14(1L,:)] O L)

S

i=1

+Cy([{(C)™ - Us - [Gal(4,:)N} - 1,(1,)] O L)

0 0 0 v [0 O wg O
| 0 0 of {0 0 0 v
=10 v, 0 oflt|ve 0 0 o

0 0 v, 0l lo v 0 0

0 vy 0 07 e O 0 0

0 0 v, O 0 ve 0 0
o o o wvylftlo o v, o

v, 0 0 0 0 0 0 vy
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= = [£¢}]

The vertices in the graph [EC,] is denoted using the letter 'e' instead of 'v' to reflect this
standard path.

* —0—0—9 @ @ @ —9—9 90— 09— 00— 90— 0—0
elb oY oN el o2 eldh ell e7 eh 03 eld ell el?2 oD ed el3

Figure 7: Graph E¢,
For

€y, €s €19 €35

A—[E]—el4 €9 €3 €3
TGl T e, e, erp eg3

We get the inverse path matrix [EC,] as

EC,| =
[ECs] €9 €10 €11 €12

€13 €14 €15 €16
3.1 SCAN Pattern

The matrix corresponding to the path E; of n X n array of points is a new scan pattern to
scan the n X n array of points. The pixel level permutation done by the path E; and we get a
scrambled image [E¢, | of size n x n.\\

The decryption process done by the path E¢ , the corresponding matrix we get decrypted image
of sizen X n.

Illustration: Encryption and Decryption of a matrix of size 10 x 10

1 2 3 4 5 6 7 8 9 107 r10 11 22 33 44 55 66 77 88 997
11 12 13 14 15 16 17 18 19 20 98 87 76 65 54 43 32 21 20 9
21 22 23 24 25 26 27 28 29 30 8 19 30 31 42 53 64 75 86 97
31 32 33 34 35 36 37 38 39 40 96 85 74 63 52 41 40 29 18 7
41 42 43 44 45 46 47 48 49 50 6 17 28 39 50 51 62 73 84 95
51 52 53 54 55 56 57 58 59 60 94 83 72 61 60 49 38 27 16 5
61 62 63 64 65 66 67 68 69 70 4 15 26 37 48 59 70 71 82 93
71 72 73 74 75 76 77 78 79 80 92 81 80 69 58 47 36 25 14 3
81 82 83 84 85 86 87 88 89 90 2 13 24 35 46 57 68 79 90 91
191 92 93 94 95 96 97 98 99 100 1100 89 78 67 56 45 34 23 12 1
Figure 8: Original Matrix Figure 9: Scrambled Matrix corresponding to the path E¢,
345
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[ 1
11
21
31
41
51
61
71
81
91

2
12
22
32
42
52
62
72
82
92

3
13
23
33
43
53
63
73
83
93

4
14
24
34
44
54
64
74
84
94

5
15
25
35
45
55
65
75
85
95

6
16
26
36
46
56
66
76
86
96

7
17
27
37
47
57
67
77
87
97

8
18
28
38
48
58
68
78
88
98

9 107
19 20
29 30
39 40
49 50
59 60
69 70
79 80
89 90
99 100-

Figure 10: Decrypted Matrix corresponding to the path E¢

3.2 Applications to Digital Images

The proposed scanning pattern provides an effective approach for scrambling digital images.
By employing this method, a 256 x 256 pixel image is represented as a matrix. From this
matriX, the representation of the standard elementary path [Eczse] is derived, which forms the
scrambled matrix of the given digital image.
For the inverse process, the matrix representation of inverse path [Eé2 56] is utilized to
regenerate the original image accurately. This ensures a reversible transformation, making the
method suitable for secure image encryption and decryption applications.
Such an approach highlights its potential in protecting sensitive image data, enabling secure
transmission and storage, and offering robust solutions for image scrambling in various
domains. Fig.12 illustrates the scrambling and descrambling of images using [Eczsa] and

[Eézss]'
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(a) Proposed Method
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(b) Scan Coordinate

Figure 11: Pixel permutation using proposed method.
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(a) Original Image (b) Scrambled Image by [Ee,. | (c) Decrypted Image by [Eg,_ |

Figure 12: Scrambling and Descrambling of images using [Ee, | and [Eg, |
4. Conclusions

This study demonstrates the effectiveness of the proposed scanning method for digital image
scrambling and descrambling. Utilizing a newly defined graph structure derived fromann X n
array of points, the method ensures a secure approach to data encryption and decryption. The
two key theorems, describing the properties of scrambled and descrambled matrices forn X n
digital images, denoted by [Ec, ] and [E¢ ], establish a robust theoretical foundation. These

results underscore the potential of this innovative technique to enhance image security in the
multimedia era.
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5. Future Works

Future research will explore the repeated application of the proposed method and investigate
pixel value modifications using the same framework. This will further expand the applicability
and robustness of the method in advanced image processing and security applications.
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