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Abstract:  

An era of interconnected devices that exchange data has emerged due to machine-to-machine 

(M2M) communication, a key component of the Internet of Things (IoT). This study explains 

how dynamic knowledge graph construction improves knowledge management in 

M2Mcommunication networks. In M2M communication, devices continuously generate and 

exchange data, creating a complex and dynamic information network. A dynamic knowledge 

graph is a promising solution for managing and addressing this level of complexity. The 

knowledge graph evolves in real time to capture M2M network relationships, entities, and data 

flows. M2M communication with dynamic knowledge graphs has many benefits. It begins with 

a broad overview of network components and their relationships. The structured format helps 

understand and make decisions by representing devices, their attributes, and their contextual 

relationships. The knowledge graph can also scale easily to support the rapid growth of devices 

and data in M2M networks. A dynamic knowledge graph lets M2M networks route data 

intelligently. Context-aware decisions reduce latency and improve network efficiency. The 

knowledge graph helps M2M networks detect and analyze anomalies and patterns. Detecting 

deviations from expected behavior improves security and proactive network maintenance, 

ensuring its integrity and reliability. Efficient knowledge management requires dynamic 

knowledge graphs in M2M communication networks. The data used for the proposed work is 

collected from the World Wide Web Consortium (W3C). It provides valuable insights into using 

technologies to improve learning and knowledge management. The dataset is comprehensive and 

useful for studying dynamic knowledge graphs and clustering in M2M. This enhances M2M 

networks' reliability and intelligence in the IoT era.. 

Keywords: M2MCommunication, Knowledge Graph Construction, NLP, Effective Knowledge 
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1. Introduction 

M2M communication is at the forefront of the IoT revolution, reshaping industries through 

autonomous data sharing and decision-making devices. Smart cities, healthcare, manufacturing, and 

environmental monitoring rely on M2M networks[1]. However, managing knowledge in this dynamic 
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landscape poses challenges, prompting researchers to explore solutions[2].  Presented study enhances 

M2M communication knowledge management using Natural Language Processing (NLP), creating 

dynamic knowledge graphs for M2M clustering[3]. The objective is to boost M2M network reliability 

and cognitive capabilities within the ever-evolving IoT environment. In the IoT, devices communicate 

to create a network of sensors with advanced cognitive abilities. These devices share, collaborate, and 

make decisions through M2M communication. Figure 1 illustrates a smart city powered by M2M 

connections[4]. Beyond smart cities, M2M technologies drive operational efficiency and decision-

making in healthcare, agriculture, logistics, and manufacturing.. 

 
fig. 1 Smart city with M2M communications (source-aliga.sk) 

Despite the benefits, M2M communication networks face challenges due to the sheer volume of 

devices and data. Effective knowledge management tools, including NLP, dynamic knowledge graph 

construction, and clustering, are essential[5], [6].Knowledge management in M2M involves 

recognizing, acquiring, retaining, organizing, and distributing knowledge to handle massive data and 

information from connected devices. Two key challenges include the dynamic nature of M2M 

networks and the diverse data formats, protocols, and semantics of devices. NLP, known for its ability 

to understand human language, is applied to M2M knowledge management, offering benefits such as 

enhanced semantics, entity recognition, and real-time processing. NLP application in M2M scenarios 

involves analyzing unstructured text data, like sensor logs and maintenance reports, to extract valuable 

insights[7]. 

The study delves into dynamic knowledge graphs, which visually represent entities and relationships 

in M2M communication. These graphs adapt to network changes, providing real-time awareness 

crucial for monitoring and decision-making[8]. Dynamic knowledge graphs offer scalability, 

representing entities and relationships to improve decision-making, regulate temperature in smart 

buildings, and optimize energy usage. They also enhance data routing efficiency for M2M data 

transmission[9], [10].To support this research, the W3C WoT use case dataset, provided by the World 

W3C, is used. This dataset sheds light on practical applications of WoT technologies in learning, 

knowledge management, and other fields. This study focuses on improving M2M knowledge 

management through dynamic knowledge graphs, clustering algorithms, and NLP. By leveraging 

insights from the W3C WoT use cases dataset, the research aims to enhance M2M network reliability 

and intelligence, preparing these networks for the challenges and opportunities presented by the IoT. 
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2. Literature review 

IoT Scholars and professionals are exploring new M2M communication methods to address challenges 

and capitalize on opportunities. We review recent M2M communication, knowledge management, and 

IoT studies here. This review covers theoretical models, simulations, systematic reviews, case studies, 

and frameworks. Internet of Things and M2M communication differ. Knowledge management 

systems, QoE rate control, middleware development, knowledge modeling, trust management, and 

security enhancement use these methods. Research will illuminate M2M communication and IoT 

advances. R&D gaps should be identified. To illustrate the changing research landscape, each study's 

methodology, impact, results, and results are briefly examined. Table 1 lists major related work and 

its impact. 

Table 1 Major related work 

Author Method Methodology Impact Result 

A. Paul et 

al.[11] 

Theoretic

al 

Probabilistic 

model 

Reduced the 

complexity of 

M2M 

communication in 

IoT 

Improved the 

performance of M2M 

communication 

Y. Li et 

al.[12] 

Simulatio

n 

Knowledge 

management 

system 

Improved the 

efficiency of data-

centric IoT 

application 

systems 

Reduced the time and 

cost of developing 

and maintaining IoT 

applications 

J. Yin et 

al.[13] 

Simulatio

n 

QoE-Oriented 

rate control 

and resource 

allocation 

scheme 

Improved the QoE 

of cognitive M2M 

communication 

Reduced the energy 

consumption of 

cognitive M2M 

communication 

C. Xie et 

al.[14] 

Simulatio

n 

Multilayer 

IoT 

middleware 

Improved the 

performance and 

scalability of IoT 

middleware 

Reduced the cost of 

developing and 

maintaining IoT 

middleware 

P. Wen et 

al.[15] 

Systemati

c review 

Knowledge 

modeling and 

extraction 

methods 

Identified the 

state-of-the-art 

knowledge 

modeling and 

extraction 

methods for 

manufacturing 

process planning 

Provided a 

comprehensive 

overview of the 

knowledge modeling 

and extraction 

methods for 

manufacturing 

process planning 

C. 

Ramonell 

et al.[16] 

Case 

study 

Knowledge 

graph-based 

data 

integration 

system 

Improved the 

efficiency of data 

integration for 

digital twins of 

built assets 

Reduced the cost of 

developing and 

maintaining digital 

twins of built assets 
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Y. Xiao et 

al.[17] 

Systemati

c review 

Knowledge 

graph-based 

manufacturin

g process 

planning 

Identified the 

state-of-the-art 

knowledge graph-

based 

manufacturing 

process planning 

methods 

Provided a 

comprehensive 

overview of the 

knowledge graph-

based manufacturing 

process planning 

methods 

X. Feng et 

al.[18] 

Simulatio

n 

Neural 

generated 

knowledge 

graph 

Improved the 

accuracy of 

detecting 

contradictions 

from IoT protocol 

specification 

documents 

Reduced the time and 

cost of detecting 

contradictions from 

IoT protocol 

specification 

documents 

H. Tyagi et 

al.[19] 

Systemati

c review 

Trust 

management 

techniques 

Identified the 

state-of-the-art 

trust management 

techniques for 

security and 

privacy in IoT 

Provided a 

comprehensive 

overview of the trust 

management 

techniques for 

security and privacy 

in IoT 

Y. Wang et 

al.[20] 

Simulatio

n 

IoT-based 

framework 

with 

Prognostics 

and Health 

Management 

and short 

term fire risk 

assessment 

Improved the 

accuracy of fire 

risk assessment in 

smart firefighting 

systems 

Reduced the time and 

cost of fire risk 

assessment in smart 

firefighting systems 

 

This literature review illuminated the complex and dynamic IoT ecosystem machine-to-machine 

communication field. The analyzed studies cover many methods and fields. They enhanced field 

knowledge management, efficiency, security, and innovation. Although promising, the above studies 

have limitations. Many people have been assessed in simulated settings, but their real-life applicability 

needs further study. Remember that only manufacturing process planning, software engineering, and 

trust management are reviewed. This study shows M2M/IoT communication advancement. This 

development is driven by theory, practice, and improving interconnected systems. These methods can 

be tested, validated, and improved to build robust, flexible, and secure machine-to-machine 

communication networks for the IoT revolution.  

3. M2M communication and Knowledge graphs 

The IoT ecosystem relies on M2M communication, enabling devices to exchange data without human 

intervention. This communication is crucial for various applications, such as industrial sensor 

collaboration, healthcare data transmission, and smart home adjustments based on sensor inputs. The 

evolution of IoT has made intelligent devices, data connectivity, and M2M communication 



Advances in Nonlinear Variational Inequalities 

ISSN: 1092-910X 

Vol 27 No. 1 (2024) 

 

38 
https://internationalpubls.com 

commonplace. In managing the vast data generated by connected devices, IoT and M2M knowledge 

management employ systematic methods. This includes collecting, storing, retrieving, analyzing, and 

using data to enhance intelligence and functionality. Knowledge graphs, utilizing a graph-based 

framework, visually represent entities and relationships, aiding in pattern recognition and relationship 

understanding. 

NLP algorithms play a vital role in analyzing and manipulating human language data. They assist in 

organizing unstructured text, identifying entities, extracting facts, and establishing textual connections. 

NLP is essential for extracting and managing knowledge in the context of IoT and M2M, facilitating 

the organization of human-understandable text into stored, queried, and analyzed data. 

4. Methodology 

4.1.Dataset 

This document functions as an extensive resource that delineates diverse practical applications and 

prerequisites for the Web of Things (WoT) technology[21]. This document encompasses 

comprehensive explanations regarding the utilization of WoT technology across diverse domains, 

including but not limited to smart homes, healthcare, agriculture, transportation, and other relevant 

sectors. This statement emphasizes the application of IoT devices, sensors, and web technologies in 

real-world situations to establish intelligent and highly interconnected environments. 

 

 
fig. 2 Sample dataset 

4.2. Data Normalization 

Step Description Application to the Dataset 

a. Lowercase Convert all text to lowercase to 

ensure uniformity. 

Apply to all text in the dataset. 

b. Remove 

Punctuation 

Eliminate punctuation marks 

like commas and periods. 

Apply to all text in the dataset. 

c. Word 

Tokenize 

Split text into individual words 

(tokens). 

Tokenize each sentence in the 

dataset. 

Sentence 

Tokenize 

Split text into individual 

sentences. 

Tokenize the entire dataset into 

sentences. 

d. Duplicate 

Keywords 

Removal 

Remove repeated words or 

phrases. 

Identify and remove duplicate 

keywords within each document. 

e. Unique 

Keywords 

Extract a list of unique words 

or phrases. 

Create a list of unique keywords for 

each document. 
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f. Remove 

HTML Tags 

Strip out any HTML tags or 

markup language. 

Remove HTML tags if present in 

the text. 

g. Remove 

Whitespaces 

Eliminate extra spaces and 

tabs between words. 

Remove extra whitespaces within 

text. 

h. Remove 

Unicode 

Characters 

Filter out non-ASCII or special 

characters. 

Remove any non-Unicode 

characters from the text. 

 

4.3.Data Preprocessing 

4.3.1. Spelling Correction 

Spelling correction is a language processing technique employed to automatically correct words that 

have been misspelled within a given text. The primary objective of this tool is to improve the precision 

and legibility of written content by identifying and substituting words with their accurate forms. 

Spelling correction systems utilize diverse algorithms and reference dictionaries in order to propose 

corrections by considering the context and similarity between the misspelled word and valid words. 

For example, it has  the capability to transform the misspelled word "teh" into the correct form "the" 

within the sentence "The quick brown fox jumps." The importance of spelling correction is particularly 

evident in contexts where accurate language usage is of utmost importance, such as in written 

documents, electronic correspondence, or online information retrieval. 

 

4.3.2. Lemmatization 

Lemmatization is the process of reducing words to their root, or lemma. Lemmatization converts words 

into their canonical or dictionary forms, unlike stemming, which removes prefixes and suffixes. This 

process standardizes text words for consistency and meaningful analysis. Lemmatization turns 

"running" into "run" and "better" into "good". This streamlines text processing and ensures that similar-

meaning words share a base form. Lemmatization is important in sentiment analysis, information 

retrieval, and topic modeling.  

 
fig. 3Clean Dataset After Pre-process and Sentence Segmentation 

4.4.Sentence Segmentation 

The task of entity extraction in natural language processing encompasses the identification and 

isolation of distinct elements of information, including but not limited to individuals' names, 

organizational entities, geographical locations, dates, and other relevant entities, from a provided text. 

This procedure facilitates the organization of unstructured textual data by identifying and classifying 

essential components contained therein. 
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4.5.Entities Extraction 

     
Fig. 4 Entity Extraction and 5Relationship Extraction 

4.6.Relations Extraction 

The task of entity extraction in natural language processing encompasses the identification and 

isolation of distinct elements of information, including but not limited to individuals' names, 

organizational entities, geographical locations, dates, and other relevant entities, from a provided text. 

This procedure facilitates the organization of unstructured textual data by identifying and classifying 

essential components contained therein. 

 

4.7.Dynamic Graph Construction 

Node addition: Let E represent the set of nodes in the dynamic graph and set of criteria is denoted by 

A for adding new nodes 𝑛𝑛𝑒𝑤. The addition of new node based on knowledge acquisition is represented 

as eq.1. The operation updated the set of nodes E by adding the newly acquired node. 

𝐸 ← 𝐸 ∪ {𝑛𝑛𝑒𝑤} where 𝑛𝑛𝑒𝑤 ∈ 𝐴…1 

Edge Addition: Let R represent the set of edge in the dynamic graph, and M denotes the methods for 

identifying and establishing relationship between nodes. The addition of a new edge 𝑒𝑛𝑒𝑤 , based on 

established relationships as in eq.2.  

𝑅 ← 𝑅 ∪ {𝑒𝑛𝑒𝑤}𝑤ℎ𝑒𝑟𝑒 𝑒𝑛𝑒𝑤 ∈ 𝑀 

Node removal: Let E represent the set of nodes in the dynamic graph and C denotes the criteria for 

removing outdated nodes or ireelavent nodes. The removal of node, 𝑛𝑟𝑒𝑚𝑜𝑣𝑒based on specified criteria 

is represented as eq.3 

𝐸 ← 𝐸 − {𝑛𝑟𝑒𝑚𝑜𝑣𝑒}𝑤ℎ𝑒𝑟𝑒 𝑛𝑟𝑒𝑚𝑜𝑣𝑒 ∈ 𝐶 
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Edge removal: Let R represent t the set of edges in the dynamic graph and D denote the criteria for 

removing outdated and irrelevant edges. The removal of an edge based on specified criteria represented 

as eq.4 

𝑅 ← 𝑅 − {𝑒𝑟𝑒𝑚𝑜𝑣𝑒}𝑤ℎ𝑒𝑟𝑒 𝑒𝑟𝑒𝑚𝑜𝑣𝑒 ∈ 𝐷…4 

4.8.Knowledge Graph Generation 

 
fig. 5edge “ require” & Edge “grow in” 

 
fig. 6edge “grow as” 

5. Conclusion and future scope 

This study improves M2M communication in the Internet of Things knowledge management using 

dynamic knowledge graphs and clustering. NLP solves complex M2M network development 

problems, as shown by our work. Results show that knowledge graphs with NLP insights improve 

M2M communication systems' effectiveness, scalability, and flexibility. Our findings show that 

dynamic knowledge graphs accurately depict M2M communication network evolution. We can keep 

up with instantaneous changes, improving decision-making and network knowledge. NLP has 

improved data routing efficiency, latency, and transmission. For machine-to-machine communication, 

this study improved dynamic knowledge graph construction and clustering. However, this area offers 

many promising research opportunities. Deep and machine learning for knowledge graph clustering 

are promising. These methods may improve clustering precision and dynamic system adaptability. 

Future research and development prioritizes system scalability. Distributed knowledge graph 

construction and clustering are essential to solving large-scale M2M network problems, especially as 

the IoT grows. To prove the system's efficacy and suitability for machine-to-machine communication, 



Advances in Nonlinear Variational Inequalities 

ISSN: 1092-910X 

Vol 27 No. 1 (2024) 

 

42 
https://internationalpubls.com 

performance metrics and extensive field trials are needed. Future research on intelligent and efficient 

M2M communication in IoT begins with this study.. 
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