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Abstract:

Introduction: In the modern digital age, the increasing sophistication of Cyber-attacks
and threats jeopardize the integrity and security of networks, systems, and sensitive data.
Traditional methods of cyber threat detection, primarily based on predefined signatures,
struggle to identify novel or evolving attacks, making organizations vulnerable to
breaches. This research proposes a machine learning-based approach to enhance cyber-
attack detection by leveraging network traffic analysis. The system utilizes Random
Forest, XGBoost, and LightGBM algorithms to categorize network behaviors as either
benign or harmful by analyzing traffic patterns. By analyzing correlations between
multiple network variables, the proposed solution aims to detect cyber threats on web
applications in real-time, thus improving the accuracy and efficiency of cybersecurity
measures. To address the challenge of unavailable network standards in datasets this
paper explores the UNSW-NB15 dataset which integrates real-world normal network
traffic with simulated contemporary attack activities. In the paper, evaluation of the
different machine learning algorithms LightGBM, Random Forest, and XGBoost for
detecting cyber-attacks and threats in applications from real network traffic datasets and
the result performance of all three algorithms are compared which will help improve
didgital security.

Obijectives: To analyze the effectiveness of Random Forest, XGBoost and LightGBM
algorithms in identifying various types of attacks and enhance the security of digital
networks by identifying correlations between network features and attack patterns

Methods: The modal analyses the network and checks whether the traffic is harmful to
the user by using XGBoost, Random Forest, and LightGBM algorithms for
categorization.

Results: The conclusion of the research shows that the accuracy of Random Forest,
XGBoost, and LightGBM algorithms are 0.98096, 0.98045, and 0.98023 respectively.

Conclusions: The Random Forest algorithm outperformed the other models. The modal
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classification of cyber-attacks like DOS and Fuzzers are giving the best results, this
possible with the help of Machine Learning Algorithms and their combinations.

Keywords: Network threats, UNSW-NB15, Random Forest, XGBoost, LightGBM,
Attack Detection, network cyber -attacks.

1. Introduction

The fast development of the digital era also leads to increased cyber security threats and it has a
significant effect on the truthfulness of networks, systems, and the information and data it contains.
Safety measures for digital data from critical attacks are required and detecting them before it happen
is very crucial[1][2]. To fight these threats on the network it is decisive to develop advanced
methodologies for early detection and prevention of cyber-attacks. This paper focuses on enhancing
cybersecurity in web applications and their networks by applying machine learning algorithms to
detect various types of cyber threats [3][4]. For analyzing the network traffic data and identifying
possible attacks in real-time in the research we used Random Forest, XGBoost, and LightGBM models
which have proven activeness in identifying attack patterns and different types of attacks that are
possible, leading to quicker responses and improved security measures [5][6]. Different types of attack
can apply on networks like Distributed Denial of Service (DDoS), malware infections, fuzzers, and
worms and we require security for our digital data, in this case, Machine learning plays a vital role in
detecting patterns which can lead to attacks and recognize them [7] [8]. Old conventional methods fail
to detect the attacks as per advancing technology whereas in ML approach detects the behavior quickly
and more accurately [9] [10]. The rising number of attacks and threats in the network requires new
techniques and methods to detect them early so that mitigation techniques can be applied to detect
vulnerabilities on time [11][12][13]. Present methods struggle to keep up with the growing threats and
lead to negative impacts on organizations, and users so early detection is a requirement [14][15].

Literature Survey

Zaman and team applied seven different machine learning algorithms on the Kyoto 2006+ dataset,
recognized the intrusion in the network, and assessed the methods based on different machine learning
parameters [16]. In the paper the researcher applied different ML algorithms like K-Nearest Neighbors
(KNN), Fuzzy C-Means, Support Vector Machine, Radial Basis Function, and an ensemble method
for detecting threats in the network [17][18]. This paper's findings provided a comparative analysis of
different techniques for addressing security challenges in network environments and intrusion
detection systems [19][20]. In the paper researcher used decision trees as a deterministic alternative to
the stochastic nature of genetic algorithms in detection [21][22]. In the paper researcher apply a
combination of different algorithms to enhance the system's consistency and decision-making
capabilities and in the finding decision Tree algorithm works well to find the main root feature or
attribute of the data set [23][24]. Nagar implemented an ensembled intrusion detection system (IDS)
to improve the detection accuracy of single ML classifiers, particularly KNN, which struggles to
effectively identify minority classes in the CICIDS dataset [25][26][27]. The proposed ensemble
model integrates three base classifiers—KNN and Random Forest—into a unified framework designed
for enhanced multi-class attack classification [28]. This approach addresses a critical limitation of
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single ML classifiers, namely their weak performance in detecting diverse types of intrusions. Jing
highlighted the advantages of the UNSW-NB15 dataset over the older KDDCUP99 and NSL-KDD
datasets [29][30]. The UNSW-NB15 dataset incorporates more contemporary abnormal behaviors and
normal activities observed over time, along with detailed network traffic features [31][32]. This
complexity ensures a more reliable evaluation of network attack detection, making it a preferred choice
for modern intrusion detection research. Moustafa emphasized the strengths of the UNSW-NB15
dataset, which represents nine major attack categories generated using the PerfectStorm tool [33][34].
The dataset includes 49 features extracted by Bro-IDS tools, along with twelve algorithms that
comprehensively characterize network packets [35]. Compared to older standard datasets such as
KDD98, KDDCUP99, and NSL-KDD, UNSW-NB15 addresses their limitations by offering a broader
variety of attacks and more detailed, up-to-date packet information. Meftah pointed out certain
limitations of the UNSW-NB15 dataset, noting that some attack categories—such as Backdoor,
Analysis, Shellcode, and Worms—cannot be effectively trained or tested due to insufficient records or
the lack of necessary features in the dataset [36][37]. These gaps highlight the need for enhancements
to ensure comprehensive coverage of all advertised attack types [39]. Farnaaz highlighted Random
Forest (RF) as an ensemble-based classification method that improves accuracy by combining the
predictions of multiple decision trees [40]. Compared to traditional classifiers, RF achieves lower
classification errors. Its performance is influenced by several key parameters, including the number of
trees in the forest and the minimum size of nodes. Sommer emphasized that machine learning should
be viewed as a tool for deriving insights rather than as the ultimate solution in intrusion detection [8].
Its primary value lies in analyzing the significance of various features distinguishing benign from
malicious activities [41]. These insights can then form the foundation for developing more effective,
non-machine-learning-based detection systems [42].

Methods
DATA COLLECTION PRE-PROCESSING MODEL TRAINING
(Network Traffic) (Cleaning & Feature Scaling) (Random Forest, XGBoost & Light-GBM)
MODEL EVALUATION IDENTIFYING MOST CONTRIBUTING FEATURE
(Confusion Matrix) (Decision Tree & Feature Ranking)

Fig. No. 1: Model

The overall detailed process or methodology of this study is described below in Figure 1:
Data Collection Process

Environment: Data was collected in a real-world testbed environment using the IXIA PerfectStorm
tool.

Traffic Generation: Both normal and malicious traffic were generated.

Normal Traffic: Simulated typical activities like web browsing, email communication, file transfer,
and database access.
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Malicious Traffic: Composed of 9 attack types, including modern and legacy attack techniques.

Packet Capture: Network traffic was captured and processed using tools to extract 49 key features from
the raw data.

The dataset captures attack scenarios that mimic contemporary threat vectors, ensuring that machine
learning models trained on this data are relevant to current cybersecurity challenges and Table 1
represents the attack categories.

Table 1: Attack Categories

Attack Category | Description

Fuzzers Sending malformed inputs to test vulnerabilities in systems.

Analysis Techniques like packet analysis, port scanning, and IP sweeps.
Backdoor Exploiting systems to gain unauthorized remote access.

DoS Overloading systems with traffic to disrupt services.

Exploits Taking advantage of software vulnerabilities to execute malicious code.
Generic Cryptographic attacks and brute-force attempts on secure protocols.
Reconnaissance | Gaining information about systems through scanning and other means.
Shellcode Injecting and executing malicious payloads.

Worms Self-replicating malware spreading through networks.

Data Volume and Composition

The dataset contains more than 2.5 million records. It includes both normal and attack traffic, making
it well-suited for binary and multiclass classification tasks.

Table 2: Traffic Types
Traffic Type | Count | Percentage
Normal 22,19,905 | 87.37%
Attack 3,20,239 12.63%
Total 25,40,144 100%

Feature Categories
The dataset includes 49 features, which can be categorized as shown in Table 3.

Table 3: Features table

Feature | Type Description Feature | Type Description
Name Name
srcip Nominal IP address of the | sttl Continuous | Time-to-live value of packets
source packet. from the network the source
to the destination.
sport Nominal Source port | dttl Continuous | Time-to-live value of packets
number. from the network the
destination to the source.
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dstip Nominal Destination IP | sloss Continuous | Number of packets lost from
address of the source  of network to
packet. destination.

dsport | Nominal Destination port | dloss Continuous | Number of packets lost from
number. destination of network to

source.

proto Nominal Protocol used service | Nominal Service flow

state Nominal Connection state | Sload Continuous | Source network-to-
(e.g., destination bits per second.
ESTABLISHED,
FIN_WAIT).

dur Continuous | Duration of the | Dload | Continuous | Destination network-to-
flow (in seconds). source bits per second.

sbytes | Continuous | Bytes sent from | Spkts Continuous | Number of packets sent from
network source to source data to destination
destination. network .

dbytes | Continuous | Bytes sent from
network
destination to
source.

Table 4 describes the types of attack and Training and Testing split for all the categories

Table 4: Category-wise training, testing split

Attack Category Attack Training Set | Attack Testing Set
Backdoor Attack 1,746 583
Reconnaissance Attack 10,491 3,496
Normal Attack 56,000 37,000
DOS Attack 12,264 4,089
Exploits Attack 33,393 11,132
Worms Attack 130 44
Generic Attack 40,000 18,871
Analysis Attack 2,000 677
Shellcode Attack 1,133 378
Fuzzing Attack 18,184 6,062
Total Records Attack 1,75,341 82,332

Visualization of the dataset after some data cleaning procedure is shown in Figure 2.
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Fig. 2. Visualization of Attack Categories

The given visualization represents Normal category as zero as during this study it was required to
remove all the records with O duration and unknown state, as a part of data preprocessing.

Pre-processing (Cleaning, Feature Scaling) -

The collected data is cleaned to remove noise and irrelevant features. It involves:
removing records with 0 duration and unknown state

Feature Scaling.

Basic Rule Visualization: This visualization depicts the decision-making process of a classification
model, likely a decision tree.

| 1 ‘ | [ Class O

- ) [ 1 Class 1

sttl

n=57007 nN=7265
55 1

Clas Cilass 1

Fig. 3. Data Split & Rule Visualization

Figure 3. shows how the data is split across different features to separate two classes, Class 0 and Class
1. The root node starts by splitting the data based on the sttl feature, using the threshold < 64217 to
create two branches. The left branch leads to a node dominated by Class 0, while the right branch splits
further based on the response_body len feature. Each split results in new nodes, with pie charts
indicating the distribution of Class 0 (yellow) and Class 1 (green) samples. The size of each segment
corresponds to the number of samples in that category, as labeled (e.g., n=17166). The visualization
effectively demonstrates how features and thresholds contribute to the classification process,
highlighting the flow of data and the rules applied to separate the two classes.
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Experiments and processes on data using all the models can be visualized as shown in Figure 4.

Training
dataset
scaling
Testing
dataset

Data
Preprocessing
and feature

Random Forest
XGBoost [
LightGBM Model

}

Attack
Categorization

Fig. 4. Visualization of working of the models

Random Forest Model for Categorization: Random Forest is an ensemble learning method that builds
multiple decision trees during training and aggregates their outputs to make predictions. Its primary
advantage lies in its robustness against overfitting, particularly when handling noisy or imbalanced
datasets. For the attack categorization random forest works with 98% accuracy, the model evaluation

is represented in Figure 5.

Random Forest Model

Helual

zaa

o

Predicted

Ffrom sklearn.ensemble import RandomForestCl

Fig. 5. Random Forest Model Evaluation

Feature Ranking from Random Forest:

Table 5: Feature Importance Table

Name Importance
Sttl 0.210799
ct_state_ttl 0.138904
Dttl 0.081721
Dload 0.059493
Dbytes 0.048407
Dmean 0.040825
ackdat 0.038555
dpkt 0.037226
teprtt 0.034609
dur 0.034318
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Table 5 shows the relative feature importance of different attributes, ranked by their contribution to
the model's predictive ability. Here’s a breakdown of the key aspects:

Most Important Features:

sttl (importance: 0.210799): This feature has the highest impact on the model's performance.
Moderately Important Features:

Features like dttl (0.081721), dload (0.059493), and dbytes (0.048407) have a moderate influence.
Less Important Features:

dur (0.034318) and tcprtt (0.034609) contribute the least.

XGBoost Model for Categorization: XGBoost (Extreme Gradient Boosting) builds trees
sequentially, optimizing a loss function while incorporating regularization to prevent overfitting. It is
highly efficient, leveraging advanced techniques such as parallelization and sparsity awareness, which
make it well-suited for large datasets. For the attack categorization, XGBoost also works with 98%
accuracy, the model evaluation is as represented in the given in Figure 6.

from xgboost import -
res -r- Model_evelustion(Xebcd
- =z
= : 1sa
ccuracy: 7212
25000
= 1087 248 0000
15000

— 10000

Artual

— 5000

Predicted

Fig. 6. XGBoost Model Evaluation

LightGBM Model for Categorization: LightGBM (Light Gradient Boosting Machine) stands out
for its exceptional speed and memory efficiency. It employs histogram-based algorithms and leaf-wise
tree growth, allowing it to process large-scale datasets quickly. For the attack categorization,

LightGBM also works with 98% accuracy, the model evaluation is as represented in the given in Figure
7.

Fig. 7. LightGBM Model Evaluation
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Method validation

To evaluate the performance of our model, we utilize the confusion matrix, which allows us to identify
true positives, true negatives, false positives, and false negatives.

Below is the representation of the confusion matrix of some of the attack categories of our study.

Dos

Fuzzers

l 0000
= 25000

= 20000

i 0 1 0

Fig. 8. Confusion Matrix for DOS Attack, Fuzzer Attack and Generic type

From Figure 8 analysis is drawn that our model performs reasonably well for the ‘DOS’ class,
‘Fuzzers’ class and Generic type

The comparative evaluation of Random Forest, XGBoost, and LightGBM for attack categorization
using the UNSW-NB15 dataset is given in Table 6, it highlights the strengths of each model across
key metrics: Recall, Precision, and Accuracy.

Table 6 Comparative Evaluation of Models

Algorithm Recall | Precision | Accuracy
Random Forest | 0.99053 | 0.98947 | 0.98096
XGBoost 0.98892 | 0.99051 | 0.98045
LightGBM 0.98812 | 0.99107 | 0.98023

Random Forest exhibited the highest Recall, demonstrating its ability to identify the majority of attack
instances effectively, making it particularly suitable for scenarios where minimizing false negatives is
critical, such as intrusion detection systems aimed at capturing as many attacks as possible.

Comparison Between the Models

Recall Precision

0.99
0.98

Accuracy

097

M Random Forest M XGBoost LightGBM

Fig. 9. Recall, Precision, and Accuracy score metrics of Models

Figure 9. shows LightGBM, on the other hand, achieved the highest Precision, reflecting its
effectiveness in minimizing false positives. This makes it an ideal choice for environments where
reducing false alarms is paramount, such as automated response systems that could be disrupted by
frequent false positives. In the result from the analysis of different ML algorithms Random Forest
gives best result in terms of accuracy for detecting intrusion in the network.
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In terms of Accuracy, all three models performed similarly, with Random Forest and XGBoost
showing slightly better results than LightGBM. Precision-wise for categorizing the attacks in the
network LightGBM gives the best results. According to (High Recall) Random Forest gives better
results for attack and threat detection. From the result, we can analyze that different modal or
algoritmns can be used according to requirements.

CONCLUSION

The results show similar accuracy and recall on our Dataset for attack detection and modal excel in
detecting attack types like DOS and Fuzzers, they may need further refinement to handle other attack
types such as Generic class, more effectively. Future improvements could involve augmenting the
training dataset with a wider variety of attack types or fine-tuning the model to better generalize across
different kinds of attacks. Additionally, investigating methods to reduce false positives in more
challenging attack classes would contribute to enhancing the model’s overall performance and
usefulness in real-world problems. In conclusion, our model shows promising results for some of the
attack categories, but there is room for improvement, particularly in handling other remaining attack
types, to accomplish more robust and reliable intrusion/ attack detection.
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