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Abstract: 

Introduction: IoT's blend with non-invasive sensors has made health state 

prediction possible and constant real-time monitoring transformed healthcare. 

Using photoplethysmography (PPG) and electrocardiograms (ECG), this 

device evaluates important parameters including heart rate, blood oxygen 

saturation, and blood pressure. As healthcare systems face increasing 

demands, this technology provides a patient-centered and efficient method for 

long-term health tracking—needed for early intervention and management of 

chronic diseases. 

Objectives: The main goal is to evaluate using time-series data from PPG and 

ECG sensors the efficiency of an IoT-enabled health monitoring system 

coupled with machine learning models in predicting health conditions 

including arrhythmias and hypoxia. 

Methods: This system detects events based on temporal pattern recognition 

by use of Long Short-Term Memory (LSTM) networks and Random Forest 

classifiers. Noise reduction is preprocessed and wearable device data is 

labeled for training of machine learning models. The design combines 

wearable sensors, a smartphone app, and cloud-based analysis for continuous 

monitoring and real-time input. 

Results: Experimental data shows that the LSTM model attained a 95% 

accuracy while the Random Forest classifier attained a 92.5% accuracy. Both 

models displayed remarkable accuracy and recall even while the LSTM model 

excels in identifying anomalies in time-series data and the Random Forest 

classifier skillfully detects health events depending on certain criteria. 

Conclusions: This study demonstrates the capability of IoT-based health 

monitoring systems to enhance patient outcomes through continuous, non-

invasive monitoring and predictive analytics. Despite its potential, difficulties 

persist, including data security, sensor reliability, and energy efficiency, 

necessitating additional research for broad use and clinical integration. 

Keywords: IoT, Health monitoring, Non-invasive sensors, Machine learning, 
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1. Introduction 

The integration of IoT technology in healthcare has drastically changed the approaches of medical data 

collecting, analysis, and predictive diagnosis. Continuous health monitoring systems that are effective, 

reasonably priced, and least invasive are in great demand given an aging global population and rising 

frequency of chronic diseases including cardiovascular problems, diabetes, and respiratory disorders. 

Conventional approaches for vital sign measurements such as blood pressure and heart rate, usually 

depend on invasive or intermittent techniques, which are inappropriate for continuous monitoring and 

usually unpleasant for patients [1]. IoT-based health monitoring systems have advantages beyond only 

ease and comfort. These technologies facilitate remote patient monitoring, alleviating the strain on 

healthcare infrastructure by decreasing hospital visits and empowering people to oversee their health 

from home. Furthermore, these systems support individualized healthcare by means of constant 

feedback on a person's medical state, therefore enabling customized treatments and interventions [2]. 

Integrating non-invasive sensors with IoT technology and machine learning (ML) algorithms provides 

a strong answer by enabling real-time, remote monitoring and predictive analytics of important health 

metrics, therefore enabling early identification of health problems and timely intervention. 

Non-invasive sensors, such as photoplethysmography (PPG) and electrocardiogram (ECG), have 

gained popularity for their capacity to acquire essential physiological signals without necessitating 

invasive techniques [3]. PPG indicates variations in blood volume via light absorption, whereas ECG 

monitors the heart's electrical activity. Integrated with IoT networks, these sensors enable constant data 

collecting and transfer to cloud-based systems for real-time analysis. These data can be handled to 

predict health anomalies such as hypertension or hypotension, and heart arrhythmias by using machine 

learning (ML) algorithms, therefore allowing preemptive intervention. 

However, there are major obstacles ahead regardless of the possible advantages. In IoT-based health 

monitoring, privacy and data security are major issues particularly considering the sensitivity of health 

data [4]. Moreover, the reliability, accuracy, and quality of sensors are critical for guaranteeing the 

resilience of predictive models. This work proposes a complete IoT-based health monitoring system 

enhancing patient outcomes by combining non-invasive sensors with machine learning algorithms. 

Our key contributions in this study are: 

• We developed an IoT-based health monitoring system using non-invasive sensors for 

continuous real-time tracking of physiological data. 

• We developed  machine learning models, including LSTM networks and Random Forest 

classifiers for accurate multi-class anomaly prediction in heart rhythms, oxygen saturation levels, and 

blood pressure. 

• We implemented cloud integration for real-time data storage and seamless data preprocessing. 

• We developed a practical system for early detection and real-time user feedback for health 

anomalies. 

2. Literature Review 

The incorporation of IoT into healthcare systems has transformed remote patient monitoring and 

forecasting through the utilization of diverse non-invasive sensors. These sensors can quantify 

physiological data such as heart rate, blood pressure, temperature, and oxygen saturation, all while 
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reducing patient pain. The ongoing progress in sensor technology and IoT frameworks indicates that 

this industry is set for continued growth. De Michele et al. [5] assert that IoT-enabled wearable devices 

enhance the precision of health data collecting and present considerable promise for the early 

identification of medical disorders. 

IoT-based health monitoring systems routinely use non-invasive sensors such accelerometers [6], 

photoplethysmography (PPG) [7], and electrocardiography (ECG) [8]. Their capacity to continuously 

track physiological data without generating discomfort has helped them become somewhat well-

known. Majumder et al. [9] underline that these sensors are fit for uses including cardiovascular 

monitoring and anomaly detection such arrhythmia as they permit real-time data collecting. Moreover, 

accelerometers track physical exercise; wearable devices with PPG sensors can determine heart rate 

and oxygen saturation. 

Various healthcare sectors have gained advantages from IoT-based monitoring, including chronic 

disease management, geriatric care, and fitness tracking. Li et al. [10] assert that wearable devices with 

non-invasive sensors have proven beneficial for the continuous monitoring of patients with 

cardiovascular problems, including real-time alarms for irregular heart activity. Senior patients, 

specifically, gain advantages from IoT-based monitoring systems. Karar et al. [11] devised a wearable 

IoT device that incorporates accelerometers and gyroscopes to monitor elderly patients for fall 

detection and deliver prompt alerts to caregivers. 

Predictive analytics is essential for the early identification of diseases and the forecasting of 

prospective health problems. Machine learning and deep learning techniques have been extensively 

utilized for health prediction utilizing sensor data. Muthu et al. [12] discovered that the integration of 

deep learning methodologies with IoT-based sensor data markedly enhanced the precision of 

forecasting chronic illnesses, including diabetes and hypertension. Moreover, Albulayhi [13] et al. 

underlined the need of feature selection and data preparation in improving the performance of machine 

learning models. Techniques like Principal Component Analysis (PCA) and normalization help to 

optimize sensor data thereby enhancing forecast speed and efficiency. 

Managing and analyzing enormous volumes of data is a main difficulty in health monitoring with non-

invasive sensors. To solve these problems several IoT systems, like Google Cloud IoT, AWS IoT, and 

open-source platforms like OpenIoT, have been built. Usually featuring sensor nodes, gateways, cloud 

storage, and data analytics layers, these platforms have hierarchical architecture. Siam et al. [14] shown 

that the application of cloud-based analytics inside an IoT framework enables real-time surveillance 

of patients' health conditions. Edge computing has also been proposed to move data processing closer 

to the data source, therefore reducing latency and improving processing efficiency. 

Nevertheless the benefits of IoT in health monitoring, some difficulties require resolution. These 

encompass data privacy, security concerns, and energy efficiency. Supriya et al. [15] contended that 

safeguarding the secure transmission of sensitive health data is a critical issue in IoT systems. 

Furthermore, the constrained battery lifespan of wearable devices presents an additional obstacle to 

prolonged monitoring. Future research should concentrate on optimizing energy-efficient sensor 

designs and augmenting data security via sophisticated encryption methods. The integration of 
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artificial intelligence with IoT for real-time decision-making is a viable avenue, enhancing the 

autonomy and proactivity of health monitoring systems. 

3. Methods 

3.1 Data Collection 

We obtained physiological data for this study using the Samsung Galaxy Watch 4 with both 

Electrocardiogram (ECG) and Photoplethysmography (PPG) sensors. The sensors integrated within 

the Galaxy Watch provide continuous, non-invasive assessment of essential cardiovascular 

parameters, including heart rate, blood oxygen saturation (SpO2), and heart rhythm. The Samsung 

Health app, available on Android operating systems, served data synchronizing, storing, and real-time 

analysis. It serves as a interface between the sensors and the cloud-based system, where advanced 

analysis and predictive models are implemented. The raw PPG and ECG data are acquired as time-

series data, sampled at predefined intervals (e.g., 100Hz for PPG and 250Hz for ECG). Every dataset 

includes timestamps for every data point, PPG signal ( Blood volume pulse measurements), ECG 

signal (Electrical activity of the heart), derived Metrics including heart rate (HR), heart rate variablity 

(HRV), and oxygen saturation (SpO2). 

3.2 Data preprocessing 

The data obtained from the PPG and ECG sensors is subjected to preprocessing to guarantee the signals 

are pristine, dependable, and prepared for analysis. The mobile application does preprocessing to 

manage noise reduction and real-time data labeling utilizing predetermined criteria. The raw sensor 

data, including PPG signals indicative of blood volume fluctuations and ECG signals reflecting cardiac 

activity, frequently exhibit noise and artifacts due to mobility or ambient disturbances. The mobile 

application employs the subsequent preprocessing techniques: 

1. Signal Filtering: Noise reduction filters are utilized to purify the ECG and PPG signals, 

guaranteeing that only significant info is analyzed. 

 

• ECG Signal Filtering [16]: A high-pass filter is utilized to eliminate low-frequency noise 

(baseline wander). The formula for a basic first-order high-pass filter is: 

𝑦(𝑡) = 𝛼[𝑥(𝑡) − 𝑥(𝑡 − 1)] + 𝑦(𝑡 − 1) (1) 

where y(t) is the filtered output, x(t) is the input ECG signal, and α (alpha) is the filter coefficient, 

which depends on the cutoff frequency and sampling interval. 

• PPG Signal Averaging [17]: Signal averaging is employed to mitigate motion artifacts in the 

PPG signal. A moving average filter using a window size of 𝑁 has a formula: 

𝑦[𝑛] =
1

𝑁
∑ 𝑥[𝑛 − 𝑘]𝑁−1

𝑘=0  (2) 

where 𝑦[𝑛] is the smoothed PPG signal, 𝑥[𝑛] is the raw PPG data, and 𝑁 is the number of samples in 

the averaging window. 

2. Automatic Labelling: The application employs established thresholds to autonomously 

categorize anomalous readings. The application facilitates data annotation for machine learning model 

training by automatically labeling data in real time according to established health thresholds. For 

instance, a heart rate below 60 bpm is classified as "bradycardia," and values beyond 100 bpm are 
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designated as "tachycardia." Oxygen saturation levels below 90% are identified as probable hypoxic 

occurrences. 

The data is securely sent from the Samsung Health app to a cloud storage system for additional study 

once pre-processed. The cloud system evaluates incoming data in near real-time, utilizing ML models 

to forecast future health problems. 

3.3 IoT Environment Development 

The incorporation of IoT into our health monitoring system is crucial for revolutionizing healthcare 

delivery, especially in the management of chronic illnesses and preventive care. The IoT facilitates 

ongoing, real-time surveillance, representing a substantial enhancement compared to conventional, 

sporadic health assessments. The IoT facilitates the acquisition of essential health data through the 

integration of non-invasive sensors in wearable devices, eliminating the necessity for clinical 

appointments or invasive interventions. The collected data is available in real-time and transmitted to 

a centralized cloud platform for storage and analysis, ensuring accessibility from nearly any location. 

The IoT architecture of our proposed system, depicted in the following figure, comprises multiple 

interconnected components intended for continuous and real-time health monitoring. The system 

initiates with sensors (e.g., PPG, ECG) integrated into a sensor network that collect essential 

physiological data, including heart rate, oxygen saturation, and blood pressure. This information is 

transmitted to an IoT agent integrated within a smartphone. The smartphone serves as a conduit, 

processing and transmitting data to a cloud platform through the internet, where it is stored in a 

database for subsequent analysis. Moreover, the data is accessible via a web server, enabling real-time 

monitoring functionalities. The processed data is subsequently transmitted to health monitoring alert 

display devices, such as smartphones or smartwatches, which can generate alerts upon the detection of 

abnormal health patterns. This real-time feedback system is crucial for prompt action, enabling users 

and healthcare providers to react quickly to any health threats. This architecture facilitates 

uninterrupted communication among sensors, cellphones, cloud platforms, and alarm devices, 

providing a comprehensive solution for non-invasive, continuous health monitoring. 

 

Fig 1: Architecture of the proposed environment 

3.4 ML Model Development 

We have employed two machine learning models in our proposed system, Long Short-Term Memory 

(LSTM) and Random Forest, to facilitate real-time predictions of health anomalies, including 

arrhythmias, tachycardia, and hypoxia, utilizing sensor data from PPG and ECG signals. These models 

are designed to examine time-series data generated by sensors and identify trends that might point to 
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approaching medical issues. This machine learning system adeptly integrates temporal prediction 

(LSTM) with event classification (Random Forest) to provide a resilient solution for real-time health 

monitoring. The LSTM model is proficient in identifying long-term patterns in time-series data, 

whereas the Random Forest classifier offers dependable event classification based on particular signal 

characteristics, creating a formidable synergy for both continuous and event-driven health anomaly 

detection. 

Long Short-Term Memory (LSTM) 

LSTM networks are a variant of Recurrent Neural Networks (RNN) specifically designed to capture 

long-term dependencies in sequential data, such as continuous physiological signals obtained from 

PPG and ECG sensors. Conventional RNNs experience vanishing and expanding gradient issues, 

which impede their capacity to preserve critical information throughout extended sequences. LSTM 

addresses this problem by integrating memory cells and gating mechanisms that control the 

information flow. LSTM networks possess memory cells that can preserve information over extended 

periods, rendering them suitable for identifying both short-term and long-term patterns in our data.  

The LSTM network receives a sequence of time-series data, comprising preprocessed (filtered and 

tagged) PPG and ECG signals. The sequence comprises metrics like heart rate, heart rate variability, 

oxygen saturation levels (SpO2), and ECG waveform characteristics (e.g., R-R intervals). Our 

proposed LSTM architecture is consisted of three different gates as follows: 

1. Forget Gate: Relying on the current input and past output, the forget gate decides which data 

to discard from the memory cell. It guarantees the elimination of unnecessary data, therefore allowing 

the model to focus on important characteristics. One may formally characterize the operation of this 

gate as follows: 

𝑓𝑡 = 𝜎(𝑊𝑓 ⋅ [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑓) (3) 

where  𝑓𝑡 is the forget gate activation, 𝑥𝑡 is the input at time 𝑡, ℎ𝑡−1 is the hidden state from the previous 

time step, 𝑊𝑓 and 𝑏𝑓 are the weights and bias for the forget gate, and 𝜎 represents the sigmoid 

activation fuction. 

2. Input Gate: The input gate determines which fresh data should be stored in the memory, 

therefore enabling the model to update its knowledge with relevant input. Using a sigmoid function, 

the input gate determines, like the forget gate, the amount of additional information should be supplied 

to the cell state: 

𝑖𝑡 = 𝜎(𝑊𝑖 ⋅ [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑖) (4) 

where 𝑖𝑡 is the input gate activation, 𝐶𝑡 is the candidate cell state, and 𝑊𝑖, 𝑊𝐶 , 𝑏𝑖, and 𝑏𝐶 are the weights 

and biases for the input gate. 

The candidate cell state 𝐶𝑡 comprises the possible fresh values to be included into the cell state. It is 

computed with the tanh activation function, which scales the values between -1 and 1: 

𝐶𝑡 = 𝑡𝑎𝑛ℎ(𝑊𝐶 ⋅ [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝐶) (5) 

3. Output Gate: The output gate determines, at a given time step, whether information from the 

cell state should be sent as the concealed state (output). Production of the final prediction at every time 

step depends on the output gate since it controls the information flow from the memory cell to the next 
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layer or time step. Current input (𝑥t) and the previous hidden state (ℎt-1) define the activation of the 

output gate: 

𝑜𝑡 = 𝜎(𝑊𝑜 ⋅ [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑜) (6) 

where 𝑜𝑡 is the output gate activation at time step 𝑡, 𝑊𝑜 and 𝑏𝑜 are the weight matrix and bias for the 

output gate, 

𝜎 is the sigmoid function that squashes the values between 0 and 1, deciding how much of the cell 

state should be output. Once the output gate activation is computed, it decides which component of the 

modified cell state 𝐶𝑡 should be conveyed as the last output: 

ℎ𝑡 = 𝑜𝑡 . tanh (𝐶𝑡) (7) 

Here ℎ𝑡 is the hidden state (final output) at time step 𝑡, 𝑜𝑡 regulates how much of the cell state 𝐶𝑡 should 

be output, and tanh(𝐶𝑡) applies a hyperbolic tangent activation to scale the cell state output between -

1 and 1. 

In health monitoring, when the LSTM network predicts a heart rate anomaly, the output gate guarantees 

that only the most pertinent elements of the cell state, such as heart rate variability or ECG data 

patterns, are forwarded as the prediction for the current time step. This enables the LSTM model to 

save essential information over time while simultaneously generating real-time judgments based on 

the latest input. 

 

Fig 2: Gating Mechanism of LSTM 

Random Forest Classifier 

Designed as an ensemble learning method, the Random Forest classifier creates many decision trees 

during training and compiles their predictions to improve accuracy and reduce overfitting. Every 

decision tree in the forest is trained on a random subset of the training data; the majority vote of the 

trees determines the final forecast of every decision tree. This approach offers resilience, particularly 

in managing noisy and imbalanced datasets, prevalent in real-world health monitoring contexts. In our 

proposed system, the Random Forest classifier is applied to classify specific health events, such as 

detecting whether the user is experiencing a normal heart rhythm or an abnormal condition like atrial 

fibrillation. 

During training, the Random Forest classifier employs bagging (bootstrap aggregating) to create 

distinct training subsets for each tree. This method diminishes variation and enhances the model's 
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generalization ability. The model partitions each characteristic utilizing entropy or Gini impurity to 

optimize information acquisition, hence facilitating the identification of significant patterns in 

physiological data associated with health problems. 

Random Forest's decision trees are generated by recursively splitting the input data based on the feature 

that maximizes information gain or lowers Gini impurity. The majority vote among all the decision 

trees determines the overall Random Forest prediction. Gini Impurity for each node can be calculated 

as: 

𝐼𝐺(𝑝) = 1 − ∑ 𝑝𝑘
2𝐾

𝑘=1  (8) 

where 𝑝𝑘 is the proportion of samples belonging to class 𝑘 and 𝐾 is the number of classes. 

In binary classification (e.g., normal versus abnormal heart rhythm), the Gini impurity quantifies the 

effectiveness of a node in partitioning the data according to the chosen feature. 

 

Fig 3: Architecture of Random Forest Classifier 

The table given below provides the parameters of the proposed ML models along with their values. 

3.5 System Architecture 

The architecture of our proposed system is fundamentally dependent on the IoT, facilitating seamless 

interaction between wearable sensors and cloud computing through the mobile application. The IoT 

facilitates ongoing and remote health surveillance, delivering instantaneous insights into the user's 

health status. This system equips patients and healthcare professionals with real-time data, predictive 

analytics, and prompt interventions, enhancing the proactivity and personalization of healthcare. The 

system consists the following components: 

1. Wearable Device (PPG & ECG Sensors): The system initiates with an IoT-enabled wearable 

device, like a smartwatch, equipped with Photoplethysmography (PPG) and Electrocardiogram (ECG) 

sensors. These sensors consistently monitor vital signs such as heart rate and cardiac electrical activity, 

gathering real-time health data from the user. 

2. Mobile Application (Data Preprocessing): The wearable device connects via Bluetooth to a 

mobile app on the user’s smartphone. The mobile app preprocesses the raw data collected from the 
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sensors to remove noise and prepare it for further analysis. This step includes filtering out irrelevant 

information and optimizing the data for transmission. 

3. Cloud Platform: Subsequent to preprocessing, the data is safely transmitted to a cloud server 

for advanced processing and storage. The cloud platform serves as a central repository for receiving, 

processing, and storing health data. This facilitates scalability, allowing the system to manage 

substantial data quantities in real-time without constraints from local storage or compute capacity. 

4. Machine Learning Models (LSTM & Random Forest): Cloud-based data hosts advanced 

machine learning models including Random Forest algorithm and LSTM networks. These models are 

tasked with identifying anomalies, such as arrhythmias or impending hypertension incidents, by the 

analysis of trends in health data. 

5. Feedback & Results: Upon data analysis, results are transmitted to the mobile application, 

providing the user with real-time feedback. The application may notify the user of irregular cardiac 

rhythms or possible health hazards, facilitating prompt intervention or medical counsel. 

Table 1: Parameters and values of our proposed ML models 

Parameter 
Values 

LSTM Random Forest Classifier 

Iteration (Epoch) 100 - 

Learning Rate 
Initially: 0.01 

Finally: 0.0001 
- 

Batch Size 32 - 

Optimizer Adam - 

Number of Trees - 100 

Max Depth of Trees - 10 

n_estimators - 500 

 

 

Fig 4: Architecture of an IoT based predictive health monitoring system using ML 

4. Experimental Setup & Evaluation 

4.1 Experimental Setup 

The LSTM and Random Forest models for identifying health anomalies were developed and evaluated 

on a Windows 11 PC using an Intel Core i5-11700 CPU and a GeForce RTX 3090 GPU with 16 GB 

of video memory. Both models were executed using the PyTorch 1.8.1 framework, with CUDA 11.1 

employed to enhance training through GPU acceleration. GPU acceleration was essential for the LSTM 

model, drastically decreasing the training duration, whereas the Random Forest classifier was trained 

using CPU resources due to its reduced computational complexity. 
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Table 2: Computational complexity of our proposed ML models 

Model Size (MB) Numbers of Parameters 

LSTM 0.157 41,200 

Random Forest Classifier 0.78 204,600 (Approx.) 

4.2 Evaluation Metrics  

Accuracy: Accuracy evaluates the model's overall efficacy by determining the ratio of true predictions 

(both positive and negative) to the total predictions made. It offers a broad assessment of the model's 

performance. Accuracy can be calculated by: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝑇𝑁 + 𝐹𝑁
 

Precision: Precision gauges the model's positive predictions' correctness. Reflecting the fraction of 

actual true positives, the ratio of precisely predicted positive cases to the total instances expected as 

positive is as follows: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

Recall: Recall, sometimes known as sensitivity, evaluates whether the model can precisely identify all 

relevant positive cases. Indicating the model's efficiency in spotting real positives, the ratio of precisely 

predicted positive cases to the actual count of positive cases shows. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

F1-score: The harmonic mean of accuracy and recall, the F1-score provides a single value that 

balances the two. It is especially beneficial when the class distribution is skewed, as it emphasizes the 

model's efficacy regarding the minority class. 

𝐹1 − score = 2 ∗
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

4.3   Outcomes of the models 

Table 3 displays the performance metrics for two machine learning models: LSTM and Random Forest 

Classifier. At 95.0%, the LSTM model shows strong accuracy. This demonstrates that the model is 

exceptionally proficient in anomaly prediction, achieving a precision score of 94.5% and a recall of 

93.0%. The elevated precision indicates that the model infrequently generates erroneous positive 

predictions, whilst the substantial recall illustrates its effectiveness in accurately recognizing the 

majority of actual positive instances. With an F1-score of 93.7%, the model is clearly effective in 

handling both dimensions since it shows a commendable balance between accuracy and recall. 

The Random Forest Classifier, employed for the health anomalies prediction, exhibits robust 

performance, with an accuracy of 92.5%. The model achieves a precision score of 91.10%, indicating 

a minimal occurrence of false positive predictions. The recall is marginally lower at 89.5%, suggesting 

it may overlook a minor fraction of real positive instances. The F1-score of 90.2% demonstrates the 
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model's effective equilibrium between precision and recall, affirming its reliability for the designated 

job. 

Table 3: Performance of our proposed ML models through different evaluation metrics 

Model Accuracy (%) Precision (%) Recall (%) F1-score (%) 

LSTM 95.0 94.5 93.0 93.7 

Random Forest Classifier 92.5 91.10 89.5 90.2 

Both models demonstrate significant efficacy in their designated tasks, with the LSTM model 

outperforming in the identification of time-series anomalies, whereas the Random Forest Classifier 

exhibits reliability in classification based on feature sets. By means of a comprehensive description of 

the true positives, true negatives, false positives, and false negatives, the confusion matrix summarizes 

the classification performance of the LSTM and Random Forest models. For example, in the context 

of LSTM predicting cardiac conditions such as bradycardia, tachycardia, and normal rhythm, the 

confusion matrix illustrates the model's efficacy in differentiating between various states, highlighting 

instances of accurate and inaccurate classifications. The confusion matrix evaluates the model's overall 

accuracy and identifies particular areas for enhancement, including the reduction of false positive and 

false negative rates. Likewise, for the Random Forest Classifier employed in predicting hypertension, 

hypotension, and normal blood pressure situations, the confusion matrix fulfills an analogous function 

in delineating the model's performance for each category. 

 

Fig 5: Confusion Matrices for the proposed LSTM and Random Forest Models 

4.4 Discussion 

In the swiftly advancing domain of IoT and machine learning in healthcare, it is essential to assess the 

efficacy of suggested models in comparison to proven state-of-the-art methodologies. This comparison 

analysis seeks to elucidate the efficacy of our proposed models, LSTM and Random Forest Classifier, 

by comparing their accuracy against standard approaches, including Support Vector Machine (SVM), 

Logistic Regression, and Random Forest. Table 4 summarizes performance measures that offer useful 

insights into the progress made through the implementation of sophisticated algorithms in health 

monitoring systems. 
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Table 4: Comparative Performance Analysis of the Proposed Model with State-of-the-Art Models 

Reference  Model Accuracy 

[18] SVM 86% 

[19] Logistic Regression 85.71% 

[20] Random Forest 55.73% 

Proposed  
LSTM 95% 

Random Forest Classifier 92.5% 

Choyon et al. [19] demonstrated that the incorporation of IoT facilitates real-time health monitoring 

of patients, gathering critical biological data necessary for controlling COVID-19. Their proposed 

method achieved an accuracy of 85.71% utilizing the Logistic Regression classifier. Pandey et al. [18] 

developed an intelligent health monitoring system employing IoT and machine learning methodologies 

to forecast heart disease in its initial phases, showing an accuracy of 86% with the Support Vector 

Machine (SVM) classifier. Kaur et al. [20] also presented a healthcare system that employs IoT and 

machine learning techniques, notably Random Forest, to improve real-time prediction of 

cardiovascular illnesses obtaining an accuracy of 55.83%. Our proposed model, which integrates IoT 

and Machine Learning, has surpassed these models, delivering superior accuracy for both models 

utilized in this system. This system offers diverse real-time health monitoring capabilities, including 

heart rate, blood pressure, and blood oxygen levels, which will enhance the prediction of various 

chronic diseases at early stages. 

 

Fig 6: Comparative performance of various methodologies for developing IoT based predictive 

health monitoring system 

5. Conclusion 

This study offers a thorough assessment of the amalgamation of IoT-based systems with non-invasive 

sensors for ongoing health monitoring and anticipatory healthcare. The device utilizes 

photoplethysmography (PPG) and electrocardiogram (ECG) sensors to gather important physiological 

data in real time and communicate it to cloud-based platforms for analysis via machine learning 

algorithms. The integration of LSTM networks with Random Forest classifiers improves the system's 

capacity to detect patterns and forecast future health complications, including cardiac arrhythmias and 

respiratory distress, facilitating proactive medical intervention. This technology improves patient care 
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through tailored health tracking and alleviates the strain on healthcare institutions by facilitating 

remote monitoring, hence enhancing accessibility and management for patients with chronic diseases. 

Although the benefits of IoT-based health monitoring systems are evident, numerous hurdles must be 

resolved prior to their widespread implementation. Concerns regarding data privacy and security, 

especially related to the transmission and storage of sensitive health information, are of utmost 

importance. Moreover, the precision and dependability of sensors are vital to the effectiveness of 

predictive models, as erroneous or inaccurate data may result in wrong diagnoses or overlooked health 

abnormalities. Energy efficiency is a critical issue, especially for wearable devices that have prolonged 

battery life for ongoing monitoring. Future research must concentrate on surmounting these obstacles 

by advancing sensor technology, refining machine learning algorithms for health forecasting, and 

guaranteeing secure and efficient data management. Furthermore, the integration of these systems with 

edge computing may diminish latency in data processing, facilitating real-time decision-making nearer 

to the data source. 

This study demonstrates the capacity of IoT and non-invasive sensor technologies to transform 

healthcare through continuous, tailored, and preventive health monitoring. Achieving large-scale 

adoption necessitates both technology developments and legislative frameworks that guarantee the 

security, privacy, and dependability of these systems in clinical environments. Through additional 

research and innovation, IoT-based health monitoring systems possess the capacity to significantly 

enhance patient outcomes, optimize healthcare operations, and revolutionize the delivery of health 

services worldwide. 
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