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Abstract 

This paper gives thorough look at the most up-to-date methods in describing 

statistics, telling stories, and confirming performance parameters for Internet 

of Things (IoT) apps. It is very important to use descriptive statistics to 

summarize and explain the features of IoT data. We talk about different 

statistical measures, like mean, median, mode, variance, and standard 

deviation, and stress how important they are for understanding how IoT data 

is distributed. In the Internet of Things (IoT), storytelling means using 

stories to share lessons gained from analyzing data. We talk about how 

important storytelling methods are for helping people understand and use 

complex IoT data. We also look at different ways to tell stories, such as data 

visualization, story frameworks, and ways to get people involved. 

Confirming performance parameters is important for making sure that IoT 

applications are reliable and accurate. We look at different ways to check 

performance factors, like computer modeling, hypothesis testing, and 

confidence ranges. We also talk about the problems that can come up and 

the best ways to handle them when confirming performance parameters in 

IoT settings. We find important trends and problems in summary statistics, 

telling stories, and confirming performance parameters for IoT applications 

through this research. We stress the need for advanced analysis methods to 

handle the huge amount, speed, and range of IoT data that is being collected. 

We also stress how important it is to have good communication strategies 

when turning data ideas into choices that IoT users can act on. This paper 

gives researchers, practitioners, and decision-makers who work with IoT 

systems useful information by giving a full picture of the most recent 

progress in descriptive statistics, stories, and confirming performance 

parameters for IoT. 

Keywords: IoT, Descriptive Statistics, Storytelling, Performance Parameter 

Confirmation, Data Analysis. 
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1. Introduction 

The Internet of Things (IoT) has become a game-changing technology that connects a huge number 

of devices and systems. This makes it possible to collect and analyze data in ways that have never 

been possible before. As the Internet of Things (IoT) environment grows, so does the amount, speed, 

and range of data that IoT devices produce. There are both problems and chances for researchers and 

practitioners in this huge amount of IoT data, especially when it comes to summary statistics, telling 

stories, and confirming performance parameters. Descriptive statistics are very important for 

knowing and describing what IoT data is about. The mean, median, mode, variance, and standard 

deviation are some of the useful statistics that descriptive statistics give us to understand the form, 

center tendency, and spread of IoT data sets To get a basic idea of IoT data and find possible 

patterns, trends, and outliers, you need to know these numbers. Another important part of IoT data 

analysis is storytelling, which means using stories to share insights gained from data [1]. When it 

comes to IoT apps, stories is a key part of making complicated data easy to understand and use for a 

wide range of people, such as decision-makers, coders, and end users. Storytelling methods that work 

well can help connect data analysis and decision-making, letting everyone involved make smart 

choices based on what the data says. Confirming performance parameters is important for making 

sure that IoT applications are reliable and accurate [2]. When talking about the Internet of Things, 

performance factors are the numbers that are used to judge how well IoT systems work. These 

numbers include response time, speed, and dependability. Checking these factors means making sure 

that the IoT system meets the speed standards and finding any problems or performance bottlenecks 

that might be there. Figure 1 shows the parts that are used to look at the latest developments in 

descriptive statistics, stories, and confirming performance parameters for IoT apps. It probably 

includes preparing the data, choosing the features, training the model, evaluating it, and figuring out 

what they mean. 

 

Figure 1: Representation of components for analyzing the state-of-the-art in descriptive statistics, 

storytelling, and performance parameter confirmation for IoT applications 
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Even though summary statistics, telling stories, and confirming performance parameters are all 

important in IoT data analysis, there aren't many studies that look at the most up-to-date methods in 

these areas. A lot of the study that has already been done on IoT data analysis has focused on specific 

areas, like data mining methods or display techniques, rather than giving a full picture of the field 

[3]. The goal of this paper is to fill in that gap by giving a thorough look at the most recent 

developments in descriptive statistics, stories, and confirming performance parameters for IoT 

applications. We look at the research that has already been done and pick out the most important 

trends, problems, and chances in these areas. We also stress how important these methods are for 

making data-driven decisions in IoT apps that work well. This paper gives researchers, practitioners, 

and decision-makers who work with IoT apps useful information by giving an in-depth look at the 

most recent progress in descriptive statistics, stories, and performance parameter proof for IoT. If 

people involved in these areas know about the newest developments, they can better use IoT data to 

drive growth and make their own fields more valuable. 

2. Related Work 

Descriptive statistics are very important for knowing and describing what IoT data is about. A lot of 

research has been done on the use of descriptive statistics in different IoT applications, showing how 

important they are for analyzing and making sense of data. In [6], [8]did a study on how descriptive 

statistics can be used to keep an eye on natural factors in smart agriculture. The researchers looked at 

the data from sensors that were put in farm areas using statistics tools like mean, median, and 

standard deviation. The study showed that descriptive statistics could give farmers useful 

information about soil wetness, weather, and other natural factors. This would help them make smart 

choices about watering and managing crops [7]. 

In [9] did another study that looked into how descriptive statistics can be used to look at how smart 

buildings use energy. The researchers used statistical methods to describe how different machines 

and gadgets in a building use energy. The study showed that different gadgets use a lot of energy in 

very different ways. This [10] shows how important descriptive statistics are for finding ways to save 

energy. Sharing ideas gained from analyzing IoT data can be done effectively through storytelling. 

Several studies have looked into how storytelling can be used in IoT applications, showing that it can 

help a wide range of users understand difficult data-driven insights. In [4] did a study on how stories 

could be used in a smart city project. The researchers used stories to show how IoT technologies 

affect different parts of city life, like transportation, public safety, and protecting the environment. 

The study showed how important stories are for getting people involved and getting people to 

support smart city projects. It [5] looked into how stories can be used in hospital IoT apps in a 

different study. The researchers told stories to show how IoT devices can help patients get better care 

and lower the cost of healthcare. The study showed that telling stories could be a great way to get 

healthcare workers and patients interested in talking about the possibilities of IoT technologies [11]. 

Confirming performance parameters is important for making sure that IoT applications are reliable 

and accurate. Several studies [12] have looked at different ways to prove performance factors in IoT 

settings, showing how important it is to have thorough testing and validation processes. A study [13] 

looked at how computer models can be used to prove performance metrics in IoT systems. A 

computer model was made by the experts to test how well a smart grid system works in different 
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situations. The study [14] showed that simulation modeling could give creators useful information 

about how IoT systems work, which could help them find problems and make the design for the 

system. In a different study, [15] looked into how hypothesis testing can be used to prove 

performance factors in IoT networks. The experts did a number of tests to make sure that a portable 

sensor network would work well in a variety of traffic situations. The research showed that 

hypothesis testing might be a good way to check performance factors in IoT networks, giving us a 

strict way to validate performance. The linked work shows how important it is for IoT apps to use 

summary data, tell stories, and confirm performance parameters. Researchers and practitioners can 

get useful information from IoT data, share this information clearly, and make sure that IoT 

applications are reliable and accurate by using these methods [16]. 

Table 1: Summary of related work 

Method Key Finding Approach Limitation Application 

Descriptive 

Statistics [17] 

Provides valuable 

insights into IoT 

data distributions, 

including central 

tendency, 

dispersion, and 

shape. 

Utilizes statistical 

measures such as 

mean, median, 

mode, variance, 

and standard 

deviation. 

Limited in 

capturing complex 

relationships and 

patterns in IoT data. 

Monitoring 

environmental 

parameters, 

analyzing energy 

consumption 

patterns. 

Storytelling 

[18] 

Effectively 

communicates 

complex data-

driven insights to 

stakeholders 

through narratives. 

Utilizes 

storytelling 

techniques such as 

data visualization, 

narrative 

structures, and 

audience 

engagement 

strategies. 

Relies on subjective 

interpretation and 

may oversimplify 

complex data 

analysis. 

Engaging 

stakeholders in 

smart city 

projects, 

communicating 

benefits of IoT in 

healthcare. 

Performance 

Confirmation 

[19] 

Ensures reliability 

and accuracy of 

IoT applications 

by validating 

performance 

parameters. 

Utilizes methods 

such as hypothesis 

testing, confidence 

intervals, and 

simulation 

modeling. 

Requires 

comprehensive 

testing and 

validation 

processes, which 

can be time-

consuming and 

resource-intensive. 

Validating smart 

grid performance, 

confirming 

performance in 

wireless sensor 

networks. 

Data Mining 

[20] 

Identifies patterns 

and trends in IoT 

data to extract 

actionable insights. 

Utilizes 

algorithms such as 

clustering, 

classification, and 

association rule 

Requires large 

amounts of data for 

accurate analysis. 

Predictive 

maintenance, 

anomaly detection 

in IoT systems. 
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mining. 

Machine 

Learning [21] 

Enables predictive 

analytics and 

optimization in 

IoT applications. 

Utilizes 

algorithms such as 

regression, 

decision trees, and 

neural networks. 

Requires significant 

computational 

resources and 

expertise for model 

development. 

Predictive 

maintenance, real-

time monitoring 

and optimization 

in energy storage 

systems. 

Artificial 

Intelligence 

[22] 

Facilitates 

advanced analytics 

and decision-

making in IoT 

applications. 

Utilizes 

techniques such as 

deep learning, 

natural language 

processing, and 

computer vision. 

May be limited by 

the availability of 

high-quality labeled 

data for training AI 

models. 

Real-time 

monitoring of 

wind turbines, 

optimization of 

agricultural 

processes. 

Data 

Visualization 

[23] 

Enhances data 

understanding and 

communication 

through visual 

representations. 

Utilizes charts, 

graphs, and 

interactive 

dashboards to 

present IoT data. 

May oversimplify 

complex data 

relationships and 

patterns. 

Analyzing sensor 

data in industrial 

IoT, presenting 

environmental 

data in smart 

agriculture. 

Cloud 

Computing 

[24] 

Provides scalable 

and cost-effective 

infrastructure for 

IoT data storage 

and processing. 

Utilizes cloud 

services such as 

AWS, Azure, and 

Google Cloud 

Platform. 

Requires a reliable 

internet connection 

for data transfer to 

the cloud. 

Storing and 

processing large 

volumes of IoT 

data, enabling 

real-time analytics 

and decision-

making. 

Cybersecurity 

[13] 

Protects IoT 

devices and 

systems from 

cyber threats and 

attacks. 

Utilizes 

encryption, 

authentication, 

and access control 

mechanisms. 

Requires 

continuous 

monitoring and 

updating to address 

evolving cyber 

threats. 

Securing IoT 

networks, ensuring 

data privacy and 

integrity in smart 

homes. 

Big Data 

Analytics [9]  

Enables the 

processing and 

analysis of large 

volumes of IoT 

data to extract 

valuable insights. 

Utilizes 

technologies such 

as Hadoop, Spark, 

and Kafka for big 

data processing. 

Requires 

specialized skills 

and infrastructure 

for implementation. 

Analyzing sensor 

data in smart 

cities, optimizing 

energy 

consumption in 

smart grids. 

Sensor Fusion 

[10] 

Integrates data 

from multiple 

sensors to improve 

accuracy and 

Utilizes 

algorithms to 

combine data from 

different sensors 

May be challenging 

to calibrate and 

synchronize data 

from different 

Autonomous 

vehicles, 

environmental 

monitoring in 
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reliability in IoT 

applications. 

and remove noise. sensors. smart cities. 

Predictive 

Maintenance 

[12] 

Predicts equipment 

failures and 

maintenance needs 

based on IoT data 

analysis. 

Utilizes machine 

learning and 

statistical models 

to forecast 

maintenance 

requirements. 

Requires historical 

data and ongoing 

data collection for 

model training. 

Preventive 

maintenance in 

manufacturing, 

optimizing asset 

performance in 

utilities. 

 

3. Description Of Dataset 

 A. Healthcare Dataset 

The Stroke Prediction Dataset on Kaggle is a set of health-related data that is meant to figure out 

how likely it is that a person will have a stroke. This set of data includes things like age, gender, high 

blood pressure, heart disease, marriage status, type of job, type of home, glucose levels, body mass 

index (BMI), and smoking status. The element that matters is whether the person had a stroke or not 

[24]. Researchers and data scientists who want to look into stroke prediction models will find the 

information very useful. Researchers can find trends and factors that raise the chance of stroke by 

looking at this data. For instance, they might find that people of a certain age or with a certain health 

problem are more likely to have strokes. 

 
Figure 2: Snapshot of Healthcare Dataset 

Making sure the safety and security of the people involved is one of the hardest parts of working 

with this information. The data includes private details like health problems and living decisions, so 

it is important to be careful with it and follow the rules for data security. The Stroke Prediction 

Dataset is a great way for researchers to build and improve models that can predict the chance of 

having a stroke, as shown in figure 2. Because it gives us information about how to avoid strokes and 

find them early, it can help move healthcare forward. 

 

B. IIOT Dataset  

The IIoT (Industrial Internet of Things) Dataset is a set of internet security data about IoT (Internet 

of Things) and IIoT products [25]. As these devices become more common in industry and key 

infrastructure systems, researchers and cybersecurity experts need this information to better 
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understand and protect them. Among other things, the file has information about network activity, 

including source and target IP addresses, ports, protocols, timestamps, and message sizes. Labels on 

the data show whether the network traffic is good or bad, so it can be used to train and test machine 

learning models for network security and breach detection. 

 

Figure 3: Snapshot of IIOT Dataset 

Studying this set of data can help you understand the types of bad traffic that is aimed at IoT and 

IIoT devices. Experts can use this data to create stronger security systems and tracking methods. For 

instance, they might find trends or signs of common attacks like DDoS (Distributed Denial of 

Service) or malware spreading, which can then be used to make systems better at finding threats. 

There are a lot of different gadgets and transmission methods in IoT and IIoT settings, which makes 

working with this information harder. To correctly sort network data and tell the difference between 

safe and harmful behavior, this level of complexity can be a problem. Additionally, the IIoT Dataset 

is a useful tool for improving the safety of IoT and IIoT devices. Researchers and cybersecurity 

experts can increase the reliability of key infrastructure systems by looking at this information and 

coming up with better ways to protect these devices from cyber dangers. 

4. Methodology 

A. Data Profiling 

It is important to use data analysis when looking at the latest developments in summary statistics, 

telling stories, and confirming performance parameters for IoT apps. It includes looking at the data's 

properties and quality to learn more about its organization, spread, and connections. This process 

helps researchers and practitioners understand the data they are working with, find problems or 

strange things that might be going on, and choose the best way to analyze it. A very important part of 

data profile is descriptive statistics, which summarize and show the main features of the data. This 

includes numbers like the mean, median, mode, standard deviation, and range, which show the main 

trend, the form, and the level of spread of the data. By looking at these numbers, scholars can get a 

better idea of how the data behaves as a whole and find any patterns or trends that might be there in 

figure 4(a) description of datasets. 
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Figure 4 (a): Dataset Description 

Another important part of data profile is storytelling, which means showing the data in a way that 

makes sense and is interesting. Visualization tools like charts, graphs, and dashboards can be used to 

show key results and emphasize important ideas. Storytelling helps people understand what the data 

analysis results mean and makes them easier for more people to understand. Performance parameter 

proof is an important part of data analysis for IoT apps because it makes sure that the performance 

metrics used to judge how well IoT systems work are correct. This includes scores like F1 score, 

memory, accuracy, and precision, which are used to rate how well machine learning models and 

algorithms work. Researchers can be sure that their scientific methods are strong and reliable by 

checking these factors, as represent in figure 4(b). One important step in figuring out what's new in 

summary statistics, stories, and confirming performance parameters for IoT apps is to profile the 

data. Researchers can learn a lot about how IoT systems work and make them more reliable and 

efficient by looking at the data's features and showing it in a clear and appealing way. 

 

Figure 4(b): Class Distribution 

B. Data Preprocessing 

Preprocessing data is an important part of getting it ready for analysis, especially for IoT uses. 

Checking for missing values, putting in missing values with the right information, checking for 

duplicate data, and getting rid of features that aren't needed are some of the most important parts of 

the process. Before doing any more research, these steps are necessary to make sure that the data is 

correct and of good quality. It is one of the first things that is done when preparing data to look for 

missing numbers. 
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• Missing numbers can happen for many reasons, including mistakes in entering the data or 

problems with the tools. To keep the research from being biased, it is important to find these missing 

numbers and do something about them. Researchers usually do things like count how many missing 

values there are for each feature and figure out what percentage of values in the dataset are missing 

in this step. 

• Once missing numbers have been found, they need to be filled in using the right methods. 

The middle of the feature is often used to fill in empty numbers. The median is a good way to find 

the middle number; it doesn't change much when there are outliers compared to the mean. 

Researchers can keep the general distribution of the data while dealing with missing values by 

putting in the means for those values. 

• Checking for similar data is another important part of preparing data. If you don't get rid of 

duplicate data, it can lead to skewed results because of mistakes made when collecting or handling 

the data. Researchers usually use methods like finding duplicate rows or looking for similar numbers 

in certain categories in this step. 

Finally, experts may decide to get rid of traits that aren't needed or aren't important to the study. This 

step helps make the information easier to understand and makes the research easier on the computer. 

Most of the time, researchers make decisions based on what they know about the subject and what 

the specific goals of the study are. 

C. Categorical Feature Analysis 

Categorical feature analysis is a key part of studying and understanding data, especially in the 

context of IoT apps where results can be affected by a number of factors. Figures 5 and 6, which 

show traits of gender and heart disease, probably show how these category factors are spread out and 

how they affect the dataset. 

 

Figure 5: Gender Feature Analysis 

Figure 5, called "Gender Feature Analysis," probably shows how the different genders are spread out 

in the collection. This study can help find out if there is a difference in the number of men and 

women in the study, which could be important for making sure that any predictive models that are 

made are fair. It might also show if there are any gender-specific themes or trends in the statistics 

that are worth looking into further. 
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Figure 6: Heart Disease Feature Analysis 

Figure 6, "Heart Disease Feature Analysis," probably looks at the information to see if it has any 

heart disease. This study is very important for figuring out how common heart disease is in the 

dataset and how that might affect the results that are being studied. It can also help find any links 

between heart disease and other variables in the information, which could be useful for making 

predictions and finding risk factors. 

D. Numeric Feature Analysis 

Because sensor data and other numerical readings are common in IoT apps, numerical feature 

analysis is a must for understanding the numerical parts of the data and how they relate to the goal 

variable. The spread, links, and effects of number traits on the sample are probably shown in Figures 

7, 8, and 9. Figurine 7 the PairPlot for Numeric Features is an effective way to see how two numbers 

in the dataset are related to each other. For feature selection and understanding the structure of the 

data, this plot can help you find trends and relationships between factors. For example, it can show if 

some traits are strongly linked, which means there are duplicates in the dataset. Figure 8 Distribution 

Plots for Numeric Features shows how each numeric feature in the sample is spread out. 

 

Figure 7: PairPlot for Numeric Features 
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Selecting the right statistical tests and modeling methods requires knowing how the data is 

distributed. In addition, it can show any data that doesn't fit the normal trends or outliers that need to 

be fixed before further research.  Figure 9 the Stroke Feature Analysis most likely shows the 

numerical information about strokes. Data analysis can help find numerical risk factors for strokes, 

like age, blood pressure, and glucose levels. For preventative and predicted healthcare uses, this 

information can help experts understand how these factors relate to the chance of having a stroke. 

 

Figure 8: Distribution Plots for Numeric Features 

These numerical feature studies uncover important numerical features of the dataset and set the stage 

for more complex statistical analysis and models. Additionally, they can help scholars find patterns, 

connections, and risk factors that might affect the results of interest in IoT apps. This can help them 

make better decisions and create more accurate prediction models. 

 

Figure 9: Stroke Feature Analysis 

E. Feature Engineering 

Feature engineering is a very important part of getting data ready for analysis. This is especially true 

for IoT apps, where the features chosen can have a big effect on how well prediction models work. 

It's possible that Figures 10 and 11 show how the "Work Type" and "Gender" features are engineered 

because they show how these features change before and after they are grouped or processed.  Figure 

10 probably shows how the "Work Type" feature is first shown in the dataset (Figure 10a) and then 

how it is changed or grouped to make a more useful picture (Figure 10b). This change could include 
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putting together groups that are related to make the feature less complicated or making new features 

based on the original feature to get more data.  

 
   (a)       (b) 

 

Figure 10: Feature work (a) Before (b) After grouping 

For instance, work types like "Private," "Self-employed," "Govt_job," and "Children" could be 

merged into bigger groups like "Private" and "Non-private" to make the function easier to use and 

give more information. 

 
   (a)       (b) 

Figure 11: Feature for gender (a) Before (b) After 

Finally, for the "Gender" feature, Figure 11 probably shows how it was first shown (Figure 11a) and 

how it has been changed or grouped (Figure 11b). Gender is usually a categorical feature with two or 

more groups. The change could include combining the less common groups into a single "Other" 

category or recording the feature as a binary value (male = 0, female = 1). 

 

F. Data Normalization 

A preprocessing method called data normalization is used to change the size of numerical features to 

a standard one. This is necessary for many machine learning algorithms. One-Hot Encoding and 

Min-Max Scaling are two popular ways to make data normal. The features are rescaled to a set 

range, generally between 0 and 1. This is called Min-Max Scaling (Min-Max Scalar). You can do 

this by taking the feature's minimum value away and then splitting by the range (highest value - 

minimum value). It is helpful to use Min-Max Scaling when the features are on different sizes but 

need to be on the same size for some algorithms to work well, like support vector machines and k-

nearest neighbors. 

Using One-Hot Encoding, category factors are turned into a binary format that machine learning 

systems can easily understand. Every category is shown as a binary vector, where a 1 means the 
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category is present and a 0 means it is not present. One-Hot Encoding is needed because many 

machine learning methods need numerical input and can't work directly with category data. 

 
Figure 12: Updated Preprocessed Dataset 

One-Hot Encoding is used to turn category features like gender, housing type, and heart disease into 

a binary format in Figure 12 of the new preprocessed dataset. With this method, categorical variables 

are changed into binary vectors, where each group is shown by a binary number. For example, the 

number 1 stands for man and the number 0 for other types. In the same way, a 1 means that residence 

type and have heart disease, while a 0 means that you live in the country and don't have heart 

disease. This change makes the information easier for machine learning systems to understand, 

which lets them handle and study it better. 

 

5. Experimentation And Methods 

 

1. Machine Learning Algorithms 

a. Logistic Regression  

Logistic regression is a common way to divide things into two groups in statistics. In other words, it 

can be used to check IoT app info. The chance of something happening, like an IoT device being in a 

certain state, can be shown by specific facts, stories, and success factors. Look at coefficients and 

odds ratios to find out how important different factors are and how big their effects are. This makes it 

easier to share stories and look at statistics. Also, precision and AUC-ROC tests for logistic 

regression show that the model works, which makes the study of IoT apps better all around. 

b. MLP 

MLP is a kind of artificial neural network that can find detailed trends in IoT data and use them to 

help with summary statistics and telling stories. Its success measures, like accuracy and F1 score, can 

prove how well the model works, which makes parameter confirmation better for IoT apps. 

c. Random Forest: 

Random Forest is a type of ensemble learning that works well with high-dimensional IoT data. It can 

help with summary statistics and telling stories by pointing out important traits. Its success measures, 

such as feature importance and out-of-bag error, show that the model works, which makes parameter 

confirmation better for IoT apps. 

d. Naive Bayes: 

A probability algorithm called Naïve Bayes works well with IoT data that has a lot of traits. Because 

it assumes that features are independent, Naïve Bayes may not be able to tell stories very well, but it 
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can give us useful information about how important different features are. Its success measures, like 

accuracy and precision, can show that the model works well for IoT uses. 

 

2. Explainable AI 

a. Permutation Importance and Feature Importance 

Explainable AI (XAI) is a key part of machine learning, especially in areas like IoT where it's 

important to understand what the models are predicting. In XAI, there are two ways to figure out 

how features affect model predictions: Permutation Importance and Feature Importance. 

Permutation Importance checks how well a model works when the values of a feature are mixed up 

at random. This method is used to figure out how important each trait is for making correct 

predictions. If you use a Random Forest model, Figure 13 probably shows the results of Permutation 

Importance. It shows how important each feature in the model is. The model thinks that features with 

a higher Permutation Importance are more important for making predictions. It's possible that Figure 

14 shows the Permutation Importance on the training set, which shows how changing the feature 

values affects the model's performance. This research helps us figure out which parts of the model 

are the most important for how it makes decisions. 

Machine learning models in IoT applications can be easier to understand with the help of 

Permutation Importance. In a predictive maintenance situation, for instance, Permutation Importance 

can figure out which monitor readings are most likely to point to a failure. Then, this data can be 

used to decide which maintenance jobs are the most important and how to best use resources. 

 
Figure 13: Permutation Importance Using Random Forest Model 

 

Random Forest models often use Permutation Importance and Feature Importance to figure out how 

important traits are for predicting the goal variable. 

 

• Feature Importance: This method figures out how important each feature is by looking at how 

much it helps make decision trees in the Random Forest less impurity-filled. When used in decision 

trees, features that make impurity drop by a lot, like Gini impurity, are thought to be more important. 
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Random Forest adds up these individual feature importances across all trees to find out how 

important each feature is in predicting the goal variable as a whole. 

• Permutation Importance: This method figures out how important features are by switching 

the values of each feature one at a time and seeing how that affects the performance of the model. In 

particular, it changes the values of one feature while leaving the values of other features the same 

and figures out how the model's performance changed (for example, accuracy or mean squared 

error). If there is a big drop in performance, it means that the feature is important for the model to 

make predictions. 

 

Both methods give useful information about how important a trait is, but they do so in different ways 

and with different results. Feature Importance uses Random Forest's decision trees to figure out how 

important a feature is, while Permutation Importance uses permutation to figure out how each feature 

affects the model's performance. 

 
Figure 14: Permutation Importance on Training Set 

 

b. Applying Feature Selection Technique: Sequential Feature Selector 

Feature selection is an important part of machine learning because it helps find the most useful 

features for training models, lowering the number of dimensions, and making models work better. 

This is done with the Sequential Feature Selector (SFS), a method in which features are added or 

taken away from the feature set based on how they affect the model's performance. 

Algorithm: 

1. 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛: 𝑆𝑡𝑎𝑟𝑡 𝑤𝑖𝑡ℎ 𝑎𝑛 𝑒𝑚𝑝𝑡𝑦 𝑠𝑒𝑡 𝑜𝑓 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠, 𝑆

= {}, 𝑎𝑛𝑑 𝑎𝑛 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑏𝑒𝑠𝑡 𝑠𝑐𝑜𝑟𝑒, 𝑏𝑒𝑠𝑡_𝑠𝑐𝑜𝑟𝑒 = −∞. 

2. 𝐹𝑒𝑎𝑡𝑢𝑟𝑒 𝑆𝑒𝑙𝑒𝑐𝑡𝑖𝑜𝑛 𝐿𝑜𝑜𝑝: 

− 𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑓𝑒𝑎𝑡𝑢𝑟𝑒 𝑓 𝑛𝑜𝑡 𝑖𝑛 𝑆: 

  − 𝐴𝑑𝑑 𝑓𝑒𝑎𝑡𝑢𝑟𝑒 𝑓 𝑡𝑜 𝑆. 

  − 𝑇𝑟𝑎𝑖𝑛 𝑎 𝑚𝑜𝑑𝑒𝑙 𝑢𝑠𝑖𝑛𝑔 𝑡ℎ𝑒 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 𝑖𝑛 𝑆. 
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  − 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒 𝑎 𝑝𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒 𝑚𝑒𝑡𝑟𝑖𝑐, 𝑠𝑢𝑐ℎ 𝑎𝑠 𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦  

𝑜𝑟 𝐹1 𝑠𝑐𝑜𝑟𝑒, 𝑜𝑛 𝑎 𝑣𝑎𝑙𝑖𝑑𝑎𝑡𝑖𝑜𝑛 𝑠𝑒𝑡. 

  − 𝐼𝑓 𝑡ℎ𝑒 𝑝𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒 𝑚𝑒𝑡𝑟𝑖𝑐 𝑖𝑠 𝑏𝑒𝑡𝑡𝑒𝑟 𝑡ℎ𝑎𝑛 𝑏𝑒𝑠𝑡𝑠𝑐𝑜𝑟𝑒 , 𝑢𝑝𝑑𝑎𝑡𝑒 𝑏𝑒𝑠𝑡𝑠𝑐𝑜𝑟𝑒 

𝑎𝑛𝑑 𝑟𝑒𝑐𝑜𝑟𝑑 𝑡ℎ𝑒 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 𝑎𝑠 𝑏𝑒𝑠𝑡_𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠. 

3. 𝑆𝑡𝑜𝑝𝑝𝑖𝑛𝑔 𝐶𝑟𝑖𝑡𝑒𝑟𝑖𝑜𝑛: 

− 𝑅𝑒𝑝𝑒𝑎𝑡 𝑠𝑡𝑒𝑝 2 𝑢𝑛𝑡𝑖𝑙 𝑎 𝑠𝑡𝑜𝑝𝑝𝑖𝑛𝑔 𝑐𝑟𝑖𝑡𝑒𝑟𝑖𝑜𝑛 𝑖𝑠 𝑚𝑒𝑡,  

𝑠𝑢𝑐ℎ 𝑎𝑠 𝑟𝑒𝑎𝑐ℎ𝑖𝑛𝑔 𝑎 𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑒𝑑 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 𝑜𝑟 𝑛𝑜 𝑖𝑚𝑝𝑟𝑜𝑣𝑒𝑚𝑒𝑛𝑡 𝑖𝑛 𝑝𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒. 

4. 𝐹𝑖𝑛𝑎𝑙 𝐹𝑒𝑎𝑡𝑢𝑟𝑒 𝑆𝑒𝑡 𝑆𝑒𝑙𝑒𝑐𝑡𝑖𝑜𝑛: 

− 𝑆𝑒𝑙𝑒𝑐𝑡 𝑡ℎ𝑒 𝑓𝑒𝑎𝑡𝑢𝑟𝑒 𝑠𝑒𝑡 𝑤𝑖𝑡ℎ 𝑡ℎ𝑒 ℎ𝑖𝑔ℎ𝑒𝑠𝑡 𝑝𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒 𝑚𝑒𝑡𝑟𝑖𝑐  

𝑎𝑠 𝑡ℎ𝑒 𝑓𝑖𝑛𝑎𝑙 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠, 𝑏𝑒𝑠𝑡_𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠. 

5. 𝑂𝑢𝑡𝑝𝑢𝑡: 

− 𝑅𝑒𝑡𝑢𝑟𝑛 𝑡ℎ𝑒 𝑓𝑖𝑛𝑎𝑙 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠, 𝑏𝑒𝑠𝑡_𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠. 

 

Figure 16 probably shows the idea of SFS by showing how traits are chosen or not chosen based on 

how they help the model. SFS tries to find the best group of traits that make the model work as well 

as possible, like getting the highest accuracy or F1 score. 

 
Figure 15: Selected Features with K-fold Validation Using SFS 

Figure 15 probably shows what happens when you use SFS with K-fold validation. It shows that the 

chosen features are found. In K-fold validation, the dataset is split into K subsets, and each subset is 

used as a validation set while the remaining K-1 subsets are used to train the model. This helps make 

sure that the traits chosen are strong and work well with data that hasn't been seen before. 

 
Figure 16: Sequential Feature Selector 
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Researchers can use SFS to find the most important parts of IoT apps, like sensor reports or 

environmental factors, that have the biggest effect on the results they're interested in, like equipment 

failure or weather conditions. This data can help make IoT systems work better, help people make 

better decisions, and cut costs. SFS can also improve model performance by lowering overfitting. 

This is because it picks out only the most important features and leaves out any noise in the dataset. 

In IoT apps, where data quality and readability are very important, this can help make estimates that 

are more accurate and reliable. 

c. Applying Feature Selection Technique: Select from Model 

a. LIME 

Select from Model is a way to choose the most important features by using the model's coefficients, 

which are numbers that show how important each feature is. LIME, which stands for "Local 

Interpretable Model-agnostic Explanations," is a way to explain what black-box machine learning 

models say will happen. It can be used with Select from Model to pick features based on how 

important they are in a way that can be understood locally. This shows how features affect individual 

guesses. 

Algorithm: 

1. Select a Data Instance to Explain: Choose a specific data instance x that you want to explain. 

2. Generate Perturbed Samples: Generate a dataset of perturbed samples around x by randomly 

perturbing its features while keeping other features constant. Let x' be a perturbed sample. 

3. Generate Local Linear Approximations: For each perturbed sample x', use a simple, interpretable 

model (e.g., linear regression) to approximate the complex model's prediction: 

𝑓𝑥′
=  𝛽0 + ∑𝑖 = 1𝑛 𝛽𝑖 ⋅  𝑥′𝑖 

4. Weight Perturbed Samples: Weight each perturbed sample x' by its similarity to the original 

instance x, often measured by a kernel function K: 

𝑤(𝑥′, 𝑥) = exp ( −
𝑑(𝑥, 𝑥′)2

𝜎2
) 

• where d is a distance metric and σ is a bandwidth parameter. 

5. Fit a Linear Model: Fit a linear model to the weighted, perturbed samples to explain the original 

model's prediction for x: 

𝑔𝑡 =  𝑎𝑟𝑔𝑚𝑖𝑛 𝑔 ∈ 𝐺 ∑𝑥′𝑤(𝑥′, 𝑥) ⋅  (𝑓𝑥′
−  𝑔(𝑥′))

2

+  𝛺(𝑔) 

• where G is the space of interpretable models and Ω(g) is a regularization term. 

6. Interpret Local Model: Interpret the coefficients of the local linear model to understand the local 

behavior of the complex model around x. 

7. Explain Prediction: Use the local model to explain the prediction of the complex model for the 

instance x, highlighting the important features and their contributions. 

 

Figure 19 probably shows the features and values that go with them for a certain case in the dataset. 

This is very important for knowing what the LIME (Local Interpretable Model-agnostic 

Explanations) description in Figure 18 means. For the machine learning model to make predictions, 

these traits are what it uses as input factors. 
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Figure 17: Feature and Values 

The answer given by LIME using the features and numbers from Figure 17 is shown in Figure 18. 

For each forecast made by a complicated machine learning model, LIME gives local, understandable 

answers. This is done by using a simpler, easier-to-understand model (like linear regression) to get a 

good idea of how the complex model would behave around the case of interest. 

 

Figure 18: XAI Using LIME 

Using feature selection methods like Select from Model, especially when combined with LIME 

(Local Interpretable Model-agnostic Explanations), for explainable artificial intelligence (XAI), has a 

number of advantages and reasons for doing so. 

• Model Transparency: A lot of current machine learning models are not clear, especially the 

more complicated ones like deep neural networks or ensemble methods. Feature selection methods, 

such as Select from Model, help make these models easier to understand by picking out only the 

most important features. When used with LIME, which gives local reasons for each forecast, the 

model as a whole is clearer and easier to understand. 

• Less overfitting: Picking a group of features from the model can help lessen overfitting, 

especially when the original feature space is big or noisy. Focusing only on the most useful traits can 
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improve the model's ability to generalize, which means it can make better guesses about data it hasn't 

seen yet. 

• Computational Efficiency: Choosing features cuts down on the number of dimensions in the 

dataset, which makes training and analysis go faster. This is especially helpful when there aren't 

many computing tools available or when working with very big files. 

Better Model Performance: Select from Model can improve the model's general performance by 

keeping only the most important features. Getting rid of traits that aren't needed or are used more 

than once lowers the risk of model dilution and can help make more accurate predictions. 

• Improved Interpretability with LIME: LIME gives local reasons for each forecast, which help 

you understand why the model made that particular prediction in that situation. By combining Select 

from Model with LIME, we can not only make the model simpler by keeping only the most 

important traits, but we can also explain each prediction in a way that people can understand, which 

builds trust in the model's choices. 

• Code of Conduct and Ethics: Using feature selection techniques and XAI methods like LIME 

can help make sure that rules and ethical standards are followed in areas where clarity and 

interpretability are important, like healthcare or banking. Stakeholders can believe and understand 

the model's findings more, which leads to more adoption and acceptance. 

In using feature selection methods like Select from Model along with XAI methods like LIME has 

many benefits, such as making the model more clear, lowering the chance of overfitting, saving time 

and money on computations, improving performance, making the model easier to understand, and 

following the rules. These methods are very important for making machine learning models that can 

be trusted and understood, especially in areas where clarity and understanding are very important. 

6. Result And Discussion 

With a confusion matrix, you can show how well a classification model works on a set of test data 

where you know the real numbers. This matrix has rows for the instances in an expected class and 

columns for instances in an actual class.  A Logistic Regression (LR) model and a Multilayer 

Perceptron (MLP) model's confusion matrices can be seen in Figure 19. Checking how well these 

models work is easier with the confusion matrix, which displays the number of true positives, true 

negatives, false positives, and false negatives. Using this data, you can find measures like accuracy, 

precision, recall, and F1-score that show how well the model is doing. Figure 20 most likely displays 

the confusion matrices for a Random Forest (RF) model and a Naïve Bayes (NB) model. Similar 

ratings of the models' success are given by these matrices, which lets you compare the various 

methods. Lastly, Figure 21 probably shows the RF model after selecting features using Sequential 

Feature Selector and Select from Model methods, shown in figure 22. Following pictures display 

how the RF model's performance changes when these methods are used to pick out the most 

important features. It's possible to improve the model's performance by using this research to learn 

more about how feature selection affects it. Basically, the confusion vectors shown in these pictures 

are very important for checking how well machine learning models do at classification tasks. They 

show how well the models are doing overall and can help you find places where they can be 

improved. Moreover, the outcomes of feature selection methods show how important various 
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features are in the dataset and how they affect the performance of the model. Using this data to 

improve machine learning models' accuracy and performance is a good idea. 

 

 
     (a)      (b) 

Figure 19: Confusion Matrix (a) LR Model  (b) MLP 

 

   (c)      (d) 

Figure 20: Confusion Matrix (c) RF  (d) NB 
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Figure 21: RF - Sequential Feature Selector  

 

Figure 22: RF – Select from Model 

Different machine learning methods are compared in Table 2 using evaluation criteria like F1 Score, 

Accuracy, Precision, and Recall. These measures are often used to judge how well models do in 

sorting jobs. 

Table 2: Comparative analysis of different method with evaluation parameters 

Method Accuracy Precision Recall F1 Score 

LR 75 93 75 82 

MLP 80 92 80 85 

NB 55 94 55 67 

RF 86 91 86 89 

RF-SFS 87 92 87 89 

RF-SFM 89 92 89 90 

 

LR has a 75% success rate, which means that it gets it right 75% of the time. If it says that something 

will be good 93% of the time, that means it is right 93% of the time. It correctly finds 75% of the real 

good cases, which is shown by the memory of 75%. The F1 score of 82% is the harmonic sum of 

accuracy and recall, which gives a fair picture of how well the model worked. With a success rate of 

80%, MLP does a little better than LR. With an F1 score of 85%, it is 92% accurate, 80% reliable, 

and 92% recallable. Based on these measurements, MLP seems to be more accurate than LR at 

finding good instances, as its memory and F1 score are about the same. 
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Figure 23: Performance Comparison Graph 

NB is the least accurate of the models, with a 55% success rate. This means it doesn't do a good job 

of guessing the right class. But its accuracy is very high at 94%, which means that when it says 

something good will happen, it's very likely to be right. There aren't many good cases that NB finds 

because its memory is only 55%. The 67% score on the F1 test shows the trade-off between accuracy 

and memory.  With a success rate of 86%, RF does better than the other types. It is very good at 

finding positive cases and avoiding fake positives, as shown by its high precision of 91% and 

memory of 86%. The 89% on the F1 test means that the result was equal between accuracy and 

memory. With an accuracy of 87%, a precision of 92%, a memory of 87%, and an F1 score of 89%, 

RF-SFS is a little better than RF. This shows that using Sequential Feature Selector to choose 

features helps the model do a little better by picking the most important ones. With an accuracy of 

89%, a precision of 92%, a memory of 89%, and an F1 score of 90%, RF-SFM does the best of all 

the models. This shows that feature selection with Select from Model works to make the model work 

better by picking the most important features. 

The comparison shows in figure 23, how the different machine learning methods work differently. 

All measures show that RF and its versions do well, which means they are good at sorting jobs. 

Techniques for choosing features, like Sequential Feature Selector and Select from Model, are also 

very important for better model performance because they pick out the most important features. 

7. Conclusion 

For better understanding of how complex machine learning models work in this area, it is important 

to look at summary data, stories, and performance parameter proof for IoT apps. You can use 

descriptive statistics to learn about the distribution and properties of the data. This helps you find 

trends and patterns that can help you make decisions. By sharing stories, these results can be shared 

in a way that is both interesting and easy to understand, closing the gap between scientific research 

and real-world uses. Performance parameter proof makes sure that the models work well and are 

reliable in the real world. Researchers can judge how well the models work and find ways to make 
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them better by looking at measures like accuracy, precision, memory, and F1 score. Using 

explainable AI techniques like LIME and feature selection methods like Sequential Feature Selector 

and Select from Model makes the models even easier to understand and interpret, so everyone can 

figure out how the predictions are made. Researchers and professionals can learn a lot from this 

study about the pros and cons of different machine learning models used in IoT apps. Also, they can 

find the best ways to preprocess data, choose features, and evaluate models, all of which are 

necessary for making strong and accurate prediction models. In general, this research helps IoT apps 

move forward by giving a full picture of the latest developments in summary statistics, stories, and 

confirming performance parameters. 
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