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Abstract:

The Internet of Things (IoT) is changing quickly, so making sure that
gadgets that are linked can talk to each other safely is very important.
This paper describes a new way to handle trust that is specifically made
for IoT nodes that work in safe settings. Conventional models frequently
have a parcel of additional memory needs and are difficult to compute,
which is made more regrettable by IoT gadgets that do not have a part of
assets. Our proposed approach bargains with these issues by employing a
belief administration framework that doesn't utilize a parcel of memory
and finds an adjustment between security needs and the restricted assets
that ToT hubs have. The foremost inventive thing around our strategy is
that it can alter belief levels on the fly based on modern data and past
experiences. Our framework takes up as small memory as conceivable
whereas still having solid security measures since it employs lightweight
cryptography conventions and quick information structures. This lets
Internet of Things (IoT) gadgets utilize secure communication strategies
without abating them down or making them less dependable. Context-
aware belief assessment could be a key portion of our framework. This
implies that belief levels are continually changed based on real-time
encompassing variables and the way hubs are connected with each other.
This adaptable alter makes beyond any doubt that belief choices remain in
line with changing working conditions and threat scenarios. We moreover
made beyond any doubt that our strategy works well with current IoT
plans, permitting distinctive sorts of systems to work together and
develop. We demonstrate that our system works in a wide range of IoT
application cases by running a part of models and real-world tests on it.
This study shows an easy-to-use and expandable way to improve trust
management in IoT settings, with a focus on memory efficiency without
losing safety. By using our approach, IoT stakeholders can reduce the
risks that come with old trust models. This will make IoT environments
more reliable and adaptable in the future.

Keywords: Trust management, Memory-efficient security, Decentralized
trust systems, Context-aware trust evaluation, cryptographic protocols
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1. Introduction

With the rise of Internet of Things (I0T) gadgets, there's presently more association and value
than ever recently in numerous regions, from shrewd homes and work environment
innovation to healthcare and transportation. But this network too brings up enormous security
issues, particularly when it comes to how solid the contact between 10T hubs is. Making
beyond any doubt that communication is secure and solid is imperative for keeping private
information secure and I0T biological systems running easily. Conventional ways of
overseeing belief in 10T settings regularly utilize complicated cryptography and a part of
memory, which may not work well for gadgets that do not have a part of assets, which is
common in loT organizations [1]. These issues appear to show how vital it is to come up with
better approaches to deal with security issues while taking into consideration the limits of 10T
equipment. This paper tries to illuminate these issues by recommending a modern belief
administration framework that works well with small memory and is planned for 10T hubs
that are utilized in trusted settings [2]. Our strategy points to progress the speed and scaling
of loT frameworks by making belief assessment forms run more easily whereas utilizing less
memory.

We are doing this since we have to discover ways to make 10T systems less helpless to the
issues that come with using traditional belief models [3]. 10T gadgets frequently have to
bargain with overwhelming handling and memory loads when utilizing current strategies,
which can moderate them down and make them utilize more vitality. Too, standard models
might not be able to adjust well to 10T settings that alter all the time, with modern dangers
and distinctive ways of communicating. One of the hardest things around making belief
administration frameworks for the Web of Things is making beyond any doubt they are
secure without utilizing as well many resources. 10T gadgets ordinarily do not have a parcel
of processing power, memory, or vitality, so it's vital to make solutions that are little and can
work well with these restrictions. Our thought for a solution includes a better approach to
handle trust that uses basic encryption strategies and keen information structures to create the
most excellent utilization of memory and computer control. Context-aware belief assessment
could be a key portion of our strategy [4]. This implies that belief connections are always
changing based on real-time setting data and past trades between loT hubs. By routinely
changing belief components, our framework makes belief choices more fast and adaptable,
which improves the by and large security of 10T arrangements. The foremost vital thing about
our framework is that it works well with other 10T plans and conventions. This makes beyond
any doubt that distinctive systems can communicate with each other and develop. We push
how imperative it is to remain congruous with industry benchmarks and conventions so that
they can be broadly utilized and embraced in a wide extent of 10T applications.

This work adds to the area of 10T security and trust management in a number of ways:

° Memory-Efficient Design: We suggest a trust management system that uses the least
amount of memory possible while still providing strong protection.
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) Dynamic Trust Evaluation: Our method uses dynamic trust evaluation tools that
change based on the ambient conditions and the nodes' behavior patterns.

° Evidence-Based Validation: To show that our system works in real time situations, we
use a lot of models and real-world tests to show that it is effective.

2. Related work

A lot of study has been done in the area of trust management in 10T settings to try to solve the
problems that connected devices cause with security and efficiency. This part looks at
previous research and methods that are related to our suggested memory-efficient trust
management paradigm. One [5] of the first ways that loT networks managed trust was by
using centralized methods for identification and permission. Most of the time, these models
use complex security methods and centralized trust bodies, which can make it hard for lIoT
devices that don't have a lot of resources to grow [6]. These old models work well in
controlled settings, but they're not very good at adapting to the changing and unstructured
nature of loT networks. These [7] were created because controlled methods have some
problems. Using peer-to-peer (P2P) networks and distributed ledger technologies like
blockchain, these systems give 10T nodes the job of managing trust among themselves. These
models attempt to form things more secure and safer to single focuses of disappointment by
spreading out choices around belief [8]. On the other hand, they regularly require a part of
computing control and might not work for all 10T employments since of tall delay and
overhead [9]. Systems [10] for context-aware belief administration have become a curious
way to create belief choices in 10T settings more adaptable and fast to act. To alter belief
levels on the fly [11], these frameworks see at things just like the position of the gadget, the
environment, and past contacts. By utilizing real-time foundation information, these models
make appraisals more exact and make strides framework security as a whole [12]. A part of
the investigation has gone into making belief models that utilize few assets and work well
with 10T operations [13]. These models attempt to keep security levels tall whereas
minimizing the sum of memory and computing work that must be done. Analysts have
looked into ways to induce the foremost out of assets without relinquishing security [14],
such as utilizing lightweight cryptographic strategies, probabilistic belief assessment, and
versatile cut-off plans. It [15] has moreover been utilized to progress belief administration in
loT systems by using machine learning strategies. Machine learning calculations can
naturally discover unusual behaviours and figure the level of dependability of hubs that are
communicating with each other by looking at tremendous datasets of 10T gadget behavior
and organizing activity designs [16]. The great thing around these data-driven strategies is
that they can be changed and scaled up, but they might require a parcel of computing control
for preparation and expectation [17]. The utilization of edge computing in 10T plans is
developing, and individuals are becoming more interested in including belief administration
highlights to the organized edge. Edge-based belief administration frameworks utilize edge
computer assets to create choices in genuine time [19], which ought to cut down on delay and
transfer speed by performing belief evaluations closer to 10T gadgets. This strategy makes
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things more quick and adaptable whereas bringing down dependence on centralized
innovation [20].

Table 1: Summary of related work

Method Approach Key Finding Application Limitation Scope
Traditional Centralized Scalability Controlled High Enhancing
Trust Models authentication, issues with environments computational scalability in
[12] heavyweight resource- overhead large-scale loT

protocols constrained loT
devices
Decentralized Distributed trust | Resilience P2P networks, High Enhancing
Trust Systems decisions, against single Blockchain computational fault tolerance
[21] blockchain points of failure and storage inloT
overhead networks
Context-Aware | Real-time Improved loT Dependency on | Enhancing
Trust contextual data, accuracy in trust | environments accurate context | adaptability in
Management dynamic assessments data dynamic loT
[13] adjustments
Resource- Lightweight Minimization of | Resource- Potential trade- | Optimizing
Efficient Trust | cryptography, memory and constrained loT | off in security resource
Models [14] probabilistic computational deployments strength utilization in
evaluation overhead loT
Machine Data-driven trust | Autonomy in 10T device High Improving
Learning-Based | evaluation, anomaly behavior computational adaptive trust
Approaches anomaly detection and analysis resource management
[15] detection trust prediction requirement
Integration with | Trust evaluation | Reduced latency | Edge Limited to edge | Enhancing
Edge at network edge | and bandwidth computing computing real-time
Computing [22] consumption environments infrastructure decision-
making in loT
Hybrid Trust Combination of Balances Hybrid IoT Integration Achieving
Models [24] centralized and scalability and environments complexity flexibility in
decentralized resilience in between models | trust
approaches trust management
management
Reputation- Trust based on Simplifies trust | Social loT Vulnerability to | Enhancing
Based Systems | historical decisions based | networks manipulated community-
[23] behavior and on community ratings driven trust
reputation scores | feedback metrics
535
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3. Methodology
1. Plot Nodes and Edges:

The first step is to make a graph. The nodes in the graph are the 10T devices or network parts,
and the edges are the links between them. When a node is first created, it has set properties
like energy amounts and trust numbers. These characteristics are very important for
modelling how 10T nodes in the network behave and what they can do.

° Node Position Equation (xi, Yi):
pi(t) = (xi(2), yi(t), zi(t))
Where,

e pi(t) is the position vector of the node i at time t.
e xi(t),yi(t),and zi(t) are the coordinates of the node i at time t in the x, y, and z
directions, respectively.

° Edge Representation Equation:
E = {(wv)|uvinVandu # v}

where E represents the set of edges connecting nodes u and v, and V is the set of all nodes in
the graph.

° Graph Degree Equation:
deg() = ) Ay,
uev(G)

where A4, is the element of the adjacency matrix A of the graph G corresponding to the edge
between nodes v and u, and V(G) is the set of vertices in the graph G.

° Edge Weight Equation:

Wiijy = J((xi - xj)z + (- 3’1‘)2)

Where wy; pis the weight of the edge between vertices i and j. This equation calculates the
Euclidean distance between nodes i and j, assuming a geometric interpretation of edge
weights based on node positions.

2. Generate Graph:

Once the nodes and lines have been set up, the graph is made to show how the network is
organized. This step makes a graph that shows how the nodes are connected and laid out.
This makes it easy to see how data will move through the network, illustrated in figure 1.
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Generate Graph:
1. Node Position Equations:
pi(t) = (xi(®), yi(t), zi(1))
- Defines pi(t) is the position vector of the node iii at time t.

xi(t),yi(t), and zi(t) are the coordinates of the node i at time t in the X, y, and z directions,
respectively.

2. Edge Representation Equations:
E = {(wv)|uvinVandu # v}

- Represents the set E of edges connecting nodes u and v, ensuring no self-loops and
distinct connections.

3. Graph Degree Equations:
deg(v) = ) Ay,
uev(G)

- Calculates A, is the element of the adjacency matrix A of the graph G corresponding to
the edge between nodes v and u, and V(G) is the set of vertices in the graph G

4. Edge Weight Equations (Euclidean Distance):

Wijy = \/((Xl - xj)z + (vi— 3’}')2)

- w;jpis the weight of the edge between vertices i and j, based on the Euclidean distance
between their respective coordinates.

5. Graph Construction Equations:
G = (V,E)

- Defines the graph G as a tuple consisting of the set of nodes V and the set of edges E,
completing the graph construction process.

Figure 1: Graph Generation
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3. Select Source and Destination:

To choose a source and a target, click on a node in the graph. The source node is node 0 and
the goal node is node 6. These nodes show where the ends of the data exchange will be. It is
important to choose these nodes so that you can simulate data transfer situations and test how
well the trust management system protects communication, shown in figure 2.

Select Source and Destination:
- Source Selection Equation:
Sourcenode:s € V
- Represents the selection of a source node s from the set of all nodes V in the graph.
- Destination Selection Equation:
Destination node: t € V \ {s}

- Represents the selection of a destination node t from the set of all nodes V, excluding the
source node s.

Figure 2: Figure. Source (0) and Destination Selection (6)

4. Get All Paths from Source to Destination:

This finds all the possible routes from the source node you choose to the target node. Path
finding methods, like breadth-first search (BFS) or depth-first search (DFS), are used in this
step to make a list of all the possible ways to get through the network. Each path shows a
possible way that data packets could take, shown in figure 3.
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source node 0

Destination node

5]

Fath-1is: 0-=1-=3-=6

Fath-2 is: 0-=1-=5-=3-=60

Fath-3 is: 0-=2-=5-=3-=60

Fath-4 is: 0-=2-=4-=0

Fath-5is: 0-=1-=5-=4-=0

FPath-6 is: 0-=1-=h-=2-=4-=§
FPath-7 is: 0-=2-=5-=1-=3-=§
Fath-8 is: 0-=2-=h-=4-=0
FPath-9is: 0-=2-=4-=5-=3-=§
FPath-10is: 0-=1-=3-=5-=4-=§
FPath-11is: 0-=1-=3-=5-=2-=4-=6
FPath-12 is: 0-=2-=4-=5-=1-=3-=6

Figure 3: All Possible Paths from Source to Destination
5. Get Shortest Path:

To find the fastest way to get from the source node to the target node, the shortest path
method, like Dijkstra's algorithm, is used. This method is very important because it is the
main way that data is sent when everything is working as it should. It maximizes the speed of
data movement and minimizes delay, shown in figure 4.

Get Shortest Path:
1. Initialize Distance:
d(s)= 0,d(v) = oo forallv € V,v # s

- Set the distance to the source node s as 0, and all other nodes initially to infinity.
2. Priority Queue Initialization:

Q =V

- Initialize a priority queue Q with all nodes in the graph V.
3. Relaxation Process:

d(v) « (d(v),d(u) + w(u, v))

- For each node v in Q and its neighbour u, update the distance d(v) if a shorter path
through u is found, where w(u, v) is the weight of the edge between u and v.

4. Extract Minimum Distance:
u = extract — min(Q)

- Extract the node u with the minimum distance d(u) from Q.
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5. Repeat Until Destination Found:
- Continue steps 3-4 until the target node t is extracted from Q.
6. Path Reconstruction:

- If the shortest path is required, backtrack from t to s using the predecessor information
stored during relaxation.

2 4

Figure 4: Shortest Path from Source to Destination
6. Trust Calculation Model

A Trust Management System (TMS) is a way to set up, keep track of, and rate the reliability
of things in a network or system, like nodes, people, or devices. When used in this situation,
trust means having faith that someone or something will act in a safe, honest, and reliable
way. TMS is very important in places like the Internet of Things (loT), distributed systems,
and ad-hoc networks where people can't always talk to each other directly or get power from
one place.

Trust attributes are the factors or criteria used to evaluate the trustworthiness of an entity.
Several typical indications of trust are:

e Reliability: Reliability is a measure of how consistently something acts over time.
Reliable companies always do the right thing and live up to standards.

e Reputation: Based on feedback and views from other people and things in the
network. A trust score can be made by adding up reputations from different sources.

e Competence: Competence means that something is able to do the jobs or provide the
services that are needed. This could be things like processing power, speed, or certain
skills.

e Integrity: Integrity is a measure of how honest and true something is. The system
checks to see if an object follows the rules and doesn't do anything bad.
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e Security: Checks how well the organization can keep data and interactions safe from
threats. This includes the ability to lock data, protect against threats, and handle
private data safely.

Direct Indirect

— > Direct Trust
Trust Trust frect frus

— > Indirect Trust

. Sensor Node

Figure 5: Overview of Trust model

Let's define a trust value Ti for node i as a function of the trust attributes. Assume the trust is
computed based on reliability (Ri), reputation (Pi), and security (Si):

Ti = CZRL' + ﬁPl + )/Sl
where:

e q,p,and y are weight coefficients thatsumtol (¢ + g + y = 1).
e R;, P;and S;are normalized values (e.g., between 0 and 1).

This model, shown in figure 5, starts with the current trust value (Ti T i) of each node and
figures out a starting trust value (Ti ni T i) that balances trustworthiness with new requests or
set limits (Pr). Aslongas T i ni T meets the connection standards (com), data transfer is
allowed. After that, the program uses a secure trust model (Ts) that adds up factors like
legitimacy (A), integrity (E), and reliability (R) to check if the communication path is safe. If
T y s matches the connection standard (com), it is possible to send data. The model uses a
mobility trust model (T mob) for situations where nodes are mobile. It includes measures like
movement evaluation (M_eva) and mobility stability (E_mob). There can be data sharing if T
m o b T mob meets the connection barrier (com). Furthermore, relative trust (Trel) checks the
strength of direct communication links (Dc) and the dependability of those links (E_dc). If T
r e [ T rel meets the connection requirement (com), it can send and receive data securely.
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Steps to Implement Trust Algorithm:

e Normalization:

Normalize the values of the trust attributes to ensure they are on the same scale. For example,
if the reliability score ranges from 0 to 100, it should be normalized to a value between 0 and
1.

R, =M
' Rmax
P;
p. =
' Pmax
S;
S, =
' Smax

e Weight Assighment:

Assign appropriate weights to the trust attributes based on their importance. For instance, if
security is more critical, assign a higher weight to y.

e Trust Calculation:
Calculate the trust value using the weighted sum of the normalized attributes.

TL' = a:Ri + BPL + '}/Sl

7. Encrypt Data Using AES Encryption:

The data bits are protected using the Advanced Encryption Standard (AES) before they are
sent. AES is a symmetric encryption method that is widely used because it is safe and good at
keeping data safe while it's being sent, illustrating the encrypted information in figure 6.
When you encrypt data, it can't be read by anyone else without the decryption key, even if it
gets stolen.

AES Encryption Algorithm:
1. Key Expansion:
- Generate round keys from the initial encryption key K.
2. Initial Round Key Addition:
- Add the initial round key K to the plaintext block P:
S'=S@®K
- St Initial state after adding the round key.

3. Rounds of Substitution and Permutation:
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- Perform 9 rounds (for AES-128) or more depending on the key length.
4. Substitution (SubBytes Step):
- Substitute each byte of S”(i) with a corresponding byte from the S-box:
S" = SubBytes(S)
5. Permutation (ShiftRows Step):
- Permute the rows of S
S" = ShiftRows(S")
6. Mixing (MixColumns Step, except for the last round):
- Mix the columns of S" using a matrix multiplication in GF(2"8):
SA(i) = MixColumns(S")
7. Final Round (AddRoundKey Step):
- Add the round key K”\(i) to S/\(i):
C = S"9) @ K"(9)
- C: The ciphertext block after the final round.

° Send Data from Source to target: The quickest way is used to send encrypted data
from the source node to the target node. This step mimics how data actually moves through
the 10T network to make sure that the chosen path and encryption method work well.

° If Attack Happens on Source to Destination Path:

The Data &t The Sensor Hode 5 Is [E5220f=TWBEowlmfBOvIMME=— dEc/dMCTrkbzaM7ewlSgWBL=—,
vLTuivwCEihSWng—, 115¥cHJZfpt+/+dka¥35Ctw—, WgdAWEfY/ROIsUT7ZUlhsD5ig—, B8Tw35yU0/gy5EG]
, EldagZ2+EZJidx+al3IW0lv=—, wquzglibnES23gClHFOnTSw=—, hM4ZEWpTFISttH4RRVItww=—, lCuJe
zz3tuktdi==, kykEPtOV+V/eQU4XnHHIE(=—, ZJdm¥VUgTzlkHDmlOJtSxh==,6 ZiS8sAZHquw3XfXbEz2gloksy
ordJ/8d90Mi 85 sTrme—]

Figure 6: Snapshot for Encrypted data

If an attack is found on the set path between the source and target nodes, the following steps
are taken:

a. Find the Trust Levels of All Nodes: The trust levels of all nodes in the path are found again
using the methods described in the study paper. To revaluate each node's trustworthiness,
these systems usually look at things like how it acts, how it talks to other nodes, and past trust
measures.

b. Get Another Trusted Shortest Path: A new trusted shortest path is found using the updated
trust values. This pathfinding process makes sure that data is sent through nodes with better
trust scores instead of nodes that have been hacked or are otherwise suspicious, illustrated in
figure 7.
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Figure 7: Data Transfer After Attack Node Detection

c. Send Data from Source to target: Once a safe path is found, the source node starts sending
data again to the target node. This makes sure that data accuracy and security are kept up
during the whole transfer process, even though there was an attack.

d. Recover Data at target: The AES decryption key is used to recover the protected data when
it gets to the target node via the secure path. This step makes sure that only the right person
can view and use the information that was sent safely.

e. Recalculating Energy and Trust Values of Nodes after Attack Node Detection: All nodes'
energy and trust values are redone and updated after an attack. This evaluation helps figure
out how the attack affected the speed and trustworthiness of the nodes, which in turn helps
network managers make decisions in the future.

4. 1V. Result and Discussion

Table 2 shows the trust calculations for network nodes, showing their energy levels and the
trust numbers that go with them. There is a number assigned to each node, and its energy and
security measures are shown next to it. The energy numbers show how much energy is
available at each point, which is important for figuring out how well they can work in the
network. Trust values, on the other hand, show how reliable or trustworthy each node is.
They are usually found by using complicated formulas that look at things like past behavior,
how reliable communication is, and security measures.

Table 2: Result for Trust Calculation

Node Energy Trust
2 600 200
0 594 202.55
3 561 202.275
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6 600 200
5 573 200
1 566 196
4 600 200

When communicating and sending information over an arrangement, hubs with higher belief
values are as a rule given the work of dealing with private information or vital errands to
begin with, making beyond any doubt that the organization works well and securely. The
information within the table appears a depiction of these measures, appearing how vitality
levels and certainty shift between hubs. This kind of information examination makes a
difference with overseeing systems and making choices.

|£| Energy Consumption Comparison Graph - O X

Energy Consumption Comparison Graph

Algorithm

| Existing System M Proposed S'-.-'stem|

Figure 8: Energy Consumption Graph of Algorithms

It lets managers make better use of resources, lower the risks of running out of energy, and
improve the general performance of networks. Also, these measurements are updated on a
regular basis, which lets flexible tactics like rerouting traffic or changing communication
methods based on what's happening at any given point in real time. You can use Table 2 as a
starting point to figure out how to improve network dependability and efficiency by using
smart trust and energy management methods. Figure 8 outlines the vitality utilization patterns
of calculations utilized within the organization.

Table 3: Energy utilization of nodes before and after data transfer following dead node

detection
Node ID Default Energy (J) Energy After Data Transfer (J)
0 600 592
1 600 580
2 600 568
3 600 583
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4 600 562
5 600 600
6 600 600

The table 3 presents the vitality utilization of hubs some time recently and after information
exchange taking after dead hub discovery. At first, all hubs are set with a default vitality level
of 600 joules.

* " Default Energy * "Energy After Data Transfer
600 600 600 600 600 600 600
592\
530\ /583
568
L62
0 1 2 3 4 5 [
Node ID

Figure 9: Energy Consumption of Node after Dead Node Detection

In any case, after information exchange, the vitality levels change over hubs, reflecting the
vitality utilization amid the method. Hub 0O's vitality decreases to 592 joules, demonstrating
negligible utilization. Hub 1 and Hub 2 appear noteworthy drops to 580 and 568 joules,
separately, proposing higher information exchange movement. Hub 3's vitality level
diminishes to 583 joules, a direct lessening compared to Hubs 1 and 2. Strikingly, Hub 4
shows the most reduced vitality at 562 joules, inferring the most noteworthy vitality
utilization in information exchange. In contrast, Hubs 5 and 6 keep up their vitality levels at
600 joules, indicating no association within the information exchange preparation, illustrated
in figure 9. This information highlights the changing vitality requests on hubs amid organized
operations and underscores the significance of effective vitality administration to preserve
and arrange unwavering quality and execution. Hubs with higher vitality utilization might
require closer observing or elective steering procedures to adjust the organized stack.

Table 4: Trust values of nodes before and after data transfer following dead node detection

Node ID Default Trust Value Trust After Data Transfer

0 200 200

1 200 202.55

2 200 202.275

3 200 200

4 200 200

5 200 196.3

6 200 200
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Table 4 shows the trust levels of nodes before and after data sharing after a dead node was
found. All nodes have a trust value of 200 at the start. After the data transfer, the trust values
of nodes 1 and 2 go up to 202.55 and 202.275, respectively. This means that they are more
reliable, most likely because the data was handled well. Node 5's trust rating drops to 196.3,
which means there might be a problem or less trust during the transfer process. The trust
ratings of nodes 0, 3, 4, and 6 stay the same, which means that their performance and
dependability don't change much. This range of trust values makes it easier to find and
manage the dependability of network nodes, which makes sure that data exchange is strong
and safe, the trust calculation of nodes after attack detection shown in figure 10.

* " Default Trust ° "Trust after Data Transfer
/202.55-————21)2.275\
200 200 200 200 206\200/200
196.3
0 1 2 3 4 5 il
Node ID

Figure 10: Trust Calculation of Nodes after Attack Detection

Table 5: Time and energy consumption data for regular and trust-based data transfers across
different numbers of nodes

Number of Regular Data Trust Based Data Regular Data Trust Based Data
Nodes Transfer (ms) Transfer (ms) Transfer (J) Transfer (J)
5 196 122 240 165
10 259 157 342 301
15 324 175 402 385
20 410 189 486 454

Table 5 shows a full comparison of how much time and energy normal and trust-based data
exchanges take across different numbers of nodes. This information is very important for
figuring out how well these two ways work in different network situations. For both time and
energy economy, the table shows that trust-based data transfer always does better than normal
data transfer. In this case, trust-based transfer only takes 122 milliseconds and 165 joules for
5 nodes, while normal transfer takes 196 milliseconds and 240 joules. This trend stays the
same as the number of nodes grows, which shows that the trust-based method works well and
can be used on a large scale.
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Figure 11: Time Comparison Graph for Data Transfer WRT Number of Nodes

When there are 20 nodes, it takes 410 milliseconds and 486 joules to send normal data. Trust-
based transfer, on the other hand, only needs 189 milliseconds and 454 joules, which shows a
big improvement in efficiency, time comparison illustrated in figure 11. Seeing this
difference makes the benefit of building trust into data sharing processes even clearer: it takes

less time and effort to communicate securely.
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Figure 12: Energy Consumption Graph after Data Transfer WRT Number of Nodes
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Trust-based transfers use less energy because they route data more efficiently and send it less
often. This is because the trust model probably chooses more stable and energy-efficient
ways. Also, the fact that safe methods use less time means that they are less likely to be held
up by retransmissions or data quality checks, which happen a lot during normal data
exchanges. The data shows that trust-based data sharing methods not only make lIoT networks
safer, but they also make them much more efficient. Using these techniques can make
networks last longer and work better, which makes them a great choice for large-scale
deployments where saving time and energy is very important. This study makes it clear why
trust-based data sharing methods should be used in many networked systems to make
conversation safe and effective, energy consumption shown in figure 12.

5. Conclusion

Using a trust management system that doesn't use a lot of memory on I0T nodes makes
transmission much safer in trusted settings. The strength and effectiveness of this method are
shown by our research, which includes different mathematical steps and thorough tests. The
detailed trust calculation model checks the reliability of nodes on the fly using starting trust
values, safe trust measures, and mobile trust models. This multi-level method makes sure that
only trustworthy nodes take part in data sharing, which lowers the chance of connection
problems. After the data transfer, trust values are adjusted to account for any problems that
were found and to keep the network reliable. The lines that show energy usage and energy
consumption show that nodes keep working at their best with little energy loss, even after
data transfers and dead node discovery. Because energy resources are usually limited, this
economy is very important for the long-term health of 10T networks. The trust management
method works very well, as shown by the time difference between normal data transfers and
trust-based ones. Both in terms of time efficiency and energy use, trust-based data transfers
always do better than normal transfers. This is because known, safe lines were chosen, which
cut down on delays and retransmissions. Our studies show that nodes that use trust-based
exchanges have better performance measures. For example, nodes 1 and 2 showed higher
trust values after the data transfer, which means they were more reliable. Nodes with lower
trust ratings, like node 5, can be quickly found and controlled, which protects the stability of
the network as a whole. Using a trust management system that doesn't take up too much
memory for 10T networks not only keeps conversation safe but also makes the best use of
resources. This method, which has been proven through in-depth data analysis, is necessary
to keep speed and security high in loT settings that are getting more complicated. More
research can improve these models by adding smarter and more adaptable algorithms that
will make the system more resistant to new dangers and operating problems.
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